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IPv6

Gi6i thiéu vé IPV6
IPv6 (Internet Protocol Version 6) 1a phién ban dia chi Internet méi, duoc thiét ké dé thay thé cho phién ban IPv4, véi
hai muc dich co ban: Khac phuc cac nhugc diém trong thict ke cua dia chi IPv4 va thay thé cho nguon dia chi IPv4 can
kiét d¢ phat trién ha tang thong tin va Internet bén vitng.
Pic diém co ban so sanh IPv4 — IPV6:

Khoéng gian dia chi Pinh dang — cach viét dia chi

IPv4 232=4.3*109 103.161.36.1

2128= 3.4*103s 2001:df2:4d40::1

IPv4 IPv6

Deployed 1981 Deployed 1998
32-bit IP address 128-bit IP address
4.3 billion addresses 7.9x10% addresses
Addresses must be reused and masked Every device can have a unique address

Alphanumeric hexadecimal notation

50b2:6400:0000:0000:6¢3a:b17d:0000:10a9
(Simplified - 50b2:6400::6¢3a:b17d:0:10a9)

Numeric dot-decimal notation
192.168.5.18

DHCP or manual configuration Supports autoconfiguration



IPv6

IPv6 dugc thiét ké voi nhitng muc tiéu nhw sau: 2 - l D _ﬂy
= INTERN ETof il &

- Khong gian dia chi 16n hon va dé dang quan 1y khong gian dia chi. B
- Khoi phuc lai nguyén 1y két n6i dau cudi — dau cudi cua Internet va loai bé hoan & T H I N G S’ﬁ

toan cong ngh¢ NAT ‘ , o .;.
- Quan tr1 TCP/IP dé dang hon: DHCP du;’()c su.’ dung trong IPv4 nhén} giam cau hinh g
thu cong TCP/IP cho host. IPv6 dugc thi€t ké vo1 kha nang ty dong cau hinh ma

khong can sir dung may chit DHCP, hd tro hon nita trong viéc giam cu hinh thu

cong.

- Cau tric dinh tuyén tot hon: Pinh tuyén IPv6 duoc thiét ké hoan toan phan cép.

- HO trg tot hon Multicast: Multicast 1a mot tuy chon cua dia chi IPv4, tuy nhién kha

ning hd tro va tinh phd dung chua cao.

- HO trg bao mat tét hon: IPv4 dugc thiét ké tai thoi diém chi ¢ cac mang nho, biét

1o nhau két ndi véi nhau. Do vay bao mat chua phai la mot van dé duoc quan tam.

Song hién nay, bao mat mang Internet tr6 thanh mot van dé rat 16n, la mbi quan tam

hang dau.

- HO trg tot hon cho di dong-10T: Thoi diém IPv4 dugc thiét ké, chua ton tai khai

niém vé thiét bi IP di dong. Trong thé hé mang mdi, dang thiét bi ndy ngdy cang phat

trién, doi hoi cau trac giao thire Internet c6 su hd tro tot hon.
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IPv6

Cac loai dia chi IPv6:

Khong gian dia chi IPv6 phan thanh nhiéu loai dia chi khac nhau. Mdi loai dia chi ¢ chirc nang nhét dinh trong
phuc vu giao tiép. Khéac véi phién ban IPv4, noi ma mot may tinh vd1 mot card mang chi duoc gén mot dia chi IPv4 va
xac dinh trén mang Internet bﬁng dia chi nay, mgt may tinh IPv6 v&i mot card mang co thé c6 nhiéu dia chi, cung loai
hoac khac loai. Pia chi IPv6 khong con duy tri khai niém broadcast.

Theo cach thirc goi tin duogc gii dén dich, IPv6 bao gém ba loai1 dia chi sau:
- Unicast: Pia chi unicast xac dinh mét giao dién duy nhat.

- Multicast: Pja chi multicast dinh danh mét nhém nhiéu giao dién. Goi tin ¢6 dia chi dich 1a dia chi multicast s€ duogc
gl to1 tat ca cac giao dién trong nhom dugc gan dia chi d6. Moi chirc nang cua dia chi broadcast trong IPv4 dugc thay
thé bd1 dia chi IPv6 multicast.

- Anycast: Anycast 1a khai niém moi cta dia chi IPv6. Dia chi anycast ciing xac dinh tap hop nhiéu giao dién. Tuy
nhién, trong mo6 hinh dinh tuyén, gobi tin c¢6 dia chi dich anycast chi dugc guri td1 mot giao dién duy nhat trong tap hop.
Giao dién do la giao dién "gan nhat" theo khai niém cua thu tuc dinh tuyén.



IPv6

Biéu dién dia chi IPv6

An IPv6 address (in hexadecimal)
2001:0DB8:AC10:FEO01:0000:0000:0000:0000
£ £ ¥ ¥ | |

T
2001:0DB8:AC10O:FEOQO1:: Zeroes can be omitted

TSNS

JO10000000000001:0000110110111000:1010110000010000:1111111000000001:

0000000000000000:0000000000000000:0000000000000000:0000000000000000

Biéu dién dia chi IPv6 rut gon:
IPv6 : 2001:df2:4d40::1
ASN Quang Ngai

Tai liéu hwéng dan Quy hoach, quan ly, sir dung dia chi IPvé:

https://www.vnnic.vn/sites/default/files/tailieu/VNNIC_TaiLieuHuongDanQuyHoachQuanLySuDungl
Pv6.pdf



IPv6

Tham khéo tong hop thong tin 1Pv6

HIEN TRANG QUOC TE

XU THE CONG NGHE

Qudc gia tiéu biéu

v AnDo (1) 76%

v Bi(2"): 68%

+ Phap (3): 6%

+ Malaysia (6): 61%

+ Hoa Ky (10%): 5%

+ Viét Nam (11th): 52%
+ Trung Quéc (40%: 30%

Chuong trinh vé IPv6, IPv6
For Gov, gan IPv6 vdi loT,

..N\
(T 1L

000’}
oﬂ

NIC

Internetforall

Dich vu/ doanh nghiép

IPv6 For Gov

tiéu bieu

Fixed/Mobile:

+ Reliance Jio (An D9): 93%

» T-mobile (Hoa Ky): 91%

+ Mytel (Malaysia): 70%

Content:

+ Google, Youtube, CNN, ...

+ Facebook, Apple (IPv
nhanh han 50% [Pv4 )

Cloud:

+ Akamai, Cloudflare, AWS ...

56, Smart City; IPv6-only
W Y

IPv6 by default; |Pv6-onlyj

\

+ Trung Qudc: 98% Website

co' quan chinh pht, media
hoat ddng tot v IPv6.

An D ~ 100% Website
chinh cla co quan Chinh
phti ¢ IPv6.

Hoa Ky: ~100% Website
chinh cla co quan chinh
phu ¢6 IPv6; 66% website
duai gov hoat dong IPv6,
Malaysia: ~100% Web
chinh co' quan Chinh ph
0 IPv6, 50% Website
"gov.my" ¢ IPve

https://vnnic.vn
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0000
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Pén nam 2025

Todn ciu: 50-55%
IPv6-only (NAT64, DNS64)
IPv6 cho Fixed, Mobile (100%)

IPv6 cho content
1Pv6 cho Cloud
SRVb, IPv securitv

NIC

Internet forall

Pén nam 2030

+ Todn ciu; 80-85% IPv6
» |Pv6-only (loT, Cloud, 5G)
+ IPv6+ (Al 5G/66, SRu6)

https:/vnnic.vn



IPv6
Déy 1Pv4/IPv6/ASN Tinh Quang Ngéi

- Cin ctr Quyét dinh 167/QD-BTTTT ngay 21/04/2023 vé viéc Cap phat dia chi IPv4, IPv6, ASN cho S¢ Théng tin
va Truyén thong tinh Quang Ngéi;

Trong d6: Cap phat cho S Thong tin va Truyén thong tinh Quang Ngai
01 vung dia chi IPv4; 01 ving dia chi IPv6; 01 s6 hiéu mang (ASN) dbc 1ap sau day:

IPv4 . 103.161.36.0 — 103.161.37.255 (/23)
IPv6 : 2001:df2:4d40::/48

AS150841
Tén mang: ICTQUANGNGAI-VN



ratio>ping quangngai.gov.vn

inging quangngai.gov.vn [: 37f:fffc::101] with 32 bytes of data:

eply from 2001:ec F- Fffc: time=17ms E1NE ENE Vv 14. 27 -17] with 32 bytes of data:
teply from 2001:ee@:37f:fffc: time= Reply from 14.225.2 17: bytes=32 time=17ms TTL=247
teply from 2001:ee0:37f:fffc::101: time=32ms Reply from 14.225.235.17: bytes=32 time=19ms TTL=247

2001:ee0:37f:fffc:101 14.225.235.17

LOOKUP ASN LOOKUP ASN

ASN Results Nmap Port Scan ASN Results Nmap Port Scar

0 IP Address AS # AS Name AS Range
0 IP Address AS # AS Name AS Range
L] ee f c 1 133505 ET-L N VIETNAM POST D TELECOMY BRTICH ROUP l:ee0:3
U 14,225.235.1 133505 VNPT-AS-VN VIETNAM POST3 AND TELECOMMUNICATIONS GROUE, 2 3 4




IPv6

IPv6 Cong thdng tin Quang Nam IPv6 Cong thong tin TpHCM

- - > > C:\Users\ratio»ping hochiminhcity.gov.wvn
-\Users\ratio>ping quangnam.gov.vn C:\Users\ratio>ping hochiminhcity.gov.vn

. . - e - . - - Mineing hochiminhci cov.vn [ 248 113::A45 with 32 bvtes of data:
) inging qua . ) 01 ::27] with 32 bytes of data: Pinging h_thmlnhth ov.vn [24@ 13::45] with 32 bytes of data
eply from :df9:6 27 7: time=5ms
eply from 2001:df0:6380:201::27: time=7ms

Reply from 2 o ) : time=44ms

Reply from 2 ol 3: : time=45ms

2403:6000:113:45
2001:df0:6380:201::27

LOOKUP ASN
LOOKUP ASN

ASN Results Nmap Port Scan

Nmap Port Scan || Subnet Calculator

ASN Results

Search

QT3C-A8-VN Quang Trung Software City Development Company, VN

VN

ICTQUANGNAM-AS-VN QTSC-AS-VN




Quy Hoach IPv6 Cho Ha Tang CNTT
Cac CONN Tinh Quang Ngai



- Nghi dinh so 73/2019/ND-CP ngay 06/11/2019 caa Chinh phu vé quan ly dau tu tng dung céng nghé thdng tin
str dung ngudn von ngan sach nha nudc;

- Théng tu s6 03/2020/TT-BTTTT ngay 24/02/2020 cua Bo Thong tin va Truyén thong Quy dinh vé lap de cuong
va du toan chi tiét doi véi hoat dong ung dung CNTT sir dung ngan sach chi thuong xuyén thudc ngudn von ngan
sach nha nudc;

- Thong tu 02/2022/TT-BTTTT Quy dinh Danh muc san pham, hang hoa cd kha ning gay mat an toan thudc
trach nhiém quan ly ciia B6 Théng tin va Truyén thong:

- Chi thi s0 897/CT-TTg ngay 10/6/2011 cua Thu twéng Chinh phu vé viéc ting cuong trién khai cic hoat dong
dam bao an toan thong tin so;

- Quyét dinh s6 898/QD-TTg ngay 27/5/2016 cta Thu tudng Chinh phi phé duyét phuong hudng, muc tiéu, nhiém
vu dam bao an toan thong tin mang giai doan 2016-2020;

- Chi thi s0 14/CT-TTg,ngay 07/6/2019 cua Thu tudng Chinh phu vé viéc tang cuong bao dam an toan, an ninh
mang nham cai thién chi s6 xép hang ctia Viét Nam;



Can cwr (tt)

Quyet dinh s6 1688/QD-BTTTT ngay 11/10/2019 cua B Thong tin va Truyen thong vé viéc sua (101 bo sung
Quyét dinh s6 2378/QD BTTTT ngay 30/12/2016 cta Bo trudng Bo Thong tin va Truyen thong cong bd dlnh muc
chi phi quan li du an, chi phi tr van dau tu trng dung cong nghé théng tin sir dung ngan sach nha nudc;

- Can ctr Quyét dinh so 38/QD-BTTTT ngay 14 thang 01 ndm 2021 cta Bo trUfO’ng Bo6 Thong tin va Truyén théng
phé duyét “Chuong trinh thic day, hd tro chuyén doi IPv6 cho co quan Nha nudc giai doan 2021-2025”;

- Céan ctr COng van so 273/BTTTT-CBBTW ngay 31/01/2020 ctia B6 Thong tin va Truyén théng vé viéc hudng dan
m6 hinh tham chiéu vé két n6i mang cho Bo, nganh, dia phuong;

- Can cu Quyet dinh s6 749/QD-TTg ngay 03/6/2020 ctia Thu twéng Chinh phu: Phé duyét "Chuong trinh Chuyén
d6i s6 quoc gia dén nam 2025, dinh hudng dén nam 2030";

- Can cr Quyét dinh s6 227/QD-BTTTT ngay 12/02/2018 ciia By Thong tin va Truyén thdng vé Ban hanh Ké hoach
thic day IPv6 nam 2018 ciia Ban cong tac thic day IPv6 quoc gia;

- Cong van s6 1541/BTTTT-VNNIC ngay 17 thang 5 nim 2019 vé ting cuong trién khai tng dung IPv6 trén mang
ludi dich vu cua co quan Nha nudc;



Can crr (tt)

Quyet dinh s6 1688/QD-BTTTT ngay 11/10/2019 cua B Thong tin va Truyen thong vé viéc stra d01 bo sung
Quyét dinh sb 2378/QB BTTTT ngay 30/12/2016 cua Bo truong Bo Thong tin va Truyen théng céng bd dlnh mirc
chi phi quan Ii du an, chi phi tu van dau tu tng dung cong nghé thong tin sir dung ngén sach nha nudc;

- Cén ctr COng van so 273/BTTTT-CBPTW ngay 31/01/2020 ctia B6 Thong tin va Truyén théng vé viéc hudng dan
mo hinh tham chiéu vé két néi mang cho B9, nganh, dia phuong;

- Cin ctr Quyét dinh sb 38/QD-BTTTT ngay 14 thang 01 nam 2021 cua B9 tru’O‘ng Bo6 Thong tin va Truyén thdng
phé duyét “Chuong trinh thic day, hd trg chuyén doi IPv6 cho co quan Nha nudc giai doan 2021-2025”;

- Ké hoach s6 127/KH-UBND ngay 30/9/2019 ctia Chui tich UBND tinh Chuyén d6i ha tang, ing dung cong nghé
thong tin caa cac co quan nha nudce trén dia ban tinh Quang Ngai sang IPv6, giai doan 2019-2025.



HIEN TRANG CHUYEN POI IPV6 TRONG CAC TINH, THANH PHO TRUC THUQC TRUNG UONG

KET QUA GIAI POAN 1 IPV6 FOR GOV(2021-2022)
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GOV | \ TiCH cyc; | HAN CHE |
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LR 11 B, CQ ngang BS con cham;

* 05 Bd chua cé KH va chua chuyén déi Céng: B& Quéc

i g hong; B C6 ; BO GD&DT; UB dan toc, VPCP.

KHDT, B& GTVT, Bao hiém RAOHE 2R LONE en, g B £an. 05 )
" S * 06 BO chua chuyén doi Cong: Ngoai giao, Xay dung, Nong

i nghiép &PTNT, NJivuy, Y t€, Thanh tra CP.

* Bia phuong Hai Phong, \_07 €Q thudc Chinh phi cham (trir Bao hiém XH) )
Quang Nam, Vinh Long,

Binh Thuan, Thira Thién ;L Pia phuong(20/3/2023) ™\
Hué, Long An, Lam Dong » 03 chua chuyén déi Cong: Ha N&i, Khanh Hoa, Gia Lai.

» 15 chuyén déi 01/2 Céng: Hoa Binh, Bac Kan, Quang Ninh, Tha
\ / Nguyén, Phu Tho, Hai Duong, Lang Son, Son La, Tuyén Quang,
Huwng Yén. Phu Yén, Hau Giang, TP. H6 Chi Minh, Déng Nai, Bin

NIC \__Duong

Internet forall

- B&/nganh: B& TNMT, Bd

https://vnnic.vn



Muc dich chuyén doi IPv6

“K¢é hoach s6 127/KH-UBND ngay 30/9/2019 ctia Chu tich UBND tinh Chuyén doi ha tang, ung dung cong nghé
thdng tin cta cac co quan nha nudce trén dia ban tinh Quang Ngai sang IPv6, giai doan 2019-2025”

Muc dich chuyén doi IPv6:

- Nang cap ha tang, tmg dung cong nghé thong tin (CNTT) ctia cac co quan nha nude trén dia ban tinh 1én cong
ngh¢ mai, dam bao hoat dong 6n dinh, tuong thich vo1 mang internet toan cau; an toan thong tin, an ninh mang
va di dung xu hudng cong nghé¢ toan cau;

- La co s& dé cac s, ban, nganh tinh; UBND céac huyén, thanh phé trén dia ban tinh chu dong, phéi hop v6i1 don
vi c0 lién quan t6 chire trién khai chuyén doi sang IPvo6;

- Théng nhat noi dung, cach thurc trién khai, 16 trinh thuc hién viéc chuyén doi sang [Pv6.

bam bao:

- Viéc chuyén doi sang IPv6 phai dam bao phi hop véi tinh hinh thuc té ciia co quan, don vi, dung 16 trinh,
dang Quy dinh;

- Qua trinh chuyén d6i sang IPv6 dam bao két ndi Internet théng sudt, an toan thong tin, an toan mang,
khong lam gian doan hoat dong binh thuong cua cac co quan, don vi.



Muc tiéu Quy hoach 1Pv6

- Hoan thién Quy hoach IPv6 tir IPv4 trén nén ha tang CNTT hién c6. C6 kha ning quan ly tap trung. Phan giai
100% dja chi IPv6 dén cac Co quan, ban nganh truc thudc Tinh Quang Ngai;

- Tai liéu Quy hoach va cac ndi dung, phuong an trién khai 13 cin ctr dé trién khai ndi dung “Chuyén d6i toan bo
mang Internet Viét Nam sang tng dung dia chi giao thtrc Internet thé hé méi (Ipv6)” theo Quyét dinh

s6 749/QD-TTg ngay 03/6/2020 ciia Tha tudng Chinh phit Phé duyét “Chuong trinh chuyén d6i s6 qubc gia dén
nim 2025, dinh huéng dén nam 2030”;

- Chuyén d6i IPV6 tai C4c co quan nha nuée tinh Quang Ngai 12 nhiém vu cbt 16i, dam bao tinh twong thich cua
ha ting mang va dich vu Chinh quyén s6, Kinh té s6 va X& hoi s tinh Quang Ng&i, mot khi tai nguyén 1Pv4
ngirng khai thac trén pham vi toan cau;



Dy kién qua dat dwgce sau Quy hoach 1Pv6

Cac Sé Ban Nganh, UBND cac co quan TP, Quan, Huyén, Thi X& va cac don vi
trén dia ban Tinh Quang Ngii dwoc Quy hoach ving IPv6 dé tién téi trién
khai IPv6 cho toan b ha tang CNTT toan Tinh



Du kién két qua dat dwoc khi chuyén d6i IPv6

- Du &n nay bao dam dén nam 2025, toan bd mang ludi va dich vu Internet trén dia ban tinh dugc chuyén doi dé
hoat dong mot cach an toan, tin cay véi dia chi IPv6 (twong thich véi cong nghé IPv6) cho toan tinh, 4p dung dbi voi hé
thong ha tang mang va dich vu ctia S& Thong tin va Truyén théng noi riéng, va hé thong mang va tng dung Metronet,
TSLCD toan tinh néi chung.

- Chuyén ha tang mang ludi va dich vu CNTT sang sir dung ASN, dia chi IPv4/IPv6 doc 1ap khong phu thudc vao
cac ISP. Quy hoach lai dia chi cho ha tang va dich vu, cac co quan, don vi trén dia ban tinh va dam bao an toan, du phong
mo rong dich vu trong tuong lai.

- Trién khai hé thong phan giai tén mién DNS/DNSSEC va cap phat IPV6 cho Tinh va dé nang cao tinh bao mat,
ngin chin tdn cong bat hop phap nhu (DDOS, Antivirus, Anti Spam, Malware, Ransomeware, Trojan, Botnet ..) cho toan
bd ha tang CNTT cua Tinh.. Pau tu thiét bi bao mat va can bang tai con c6 kha ning nang cap Ién tinh High Availability (
HA : tinh san sang cao), gitip hé thong CNTT lubn san sang cao, du phong va can bang tai khi nhiéu nguoi st dung truy
cap. Hé thong c6 thé twong thich va phat trién véi hé thong mang 10Gbps va dap tng két ndi thiét bi mang va may chu co
giao dién cong két ndi mang 10Ghps.

- Pua IPv6 va DNSSEC vao ké hoach ing dung cdng nghé théng tin ctia cic co quan nha nudc nhiam phuc vu
cho viéc phét trién chinh phu dién tr, thanh pho thdng minh cua tinh dam bao cac yéu cau vé an toan thdng tin, an ninh
mang Va di diing xu hudng cong nghé toan cau.



Pé xuat Quy hoach IPv6 cho Ha tang CNTT cac CQNN Tinh Quéng Ngéi

QUY HOACH VUNG BIA CHI MANG IPv6

TT | Phin nhém Co gquan, don vi | Dai dia chi IPv6 Chinh | Dai dia chi IPv6 duw phong Ghi cha
I |KHOI PANG
Dhr phong 2001 DE2:4AD40-.C000:/60 2001 DE2:4D40:C010:2/60
Van phong Tmh uy (Trung tam di¥ Liéu 2001 DEF2:A4D40:C000=/56 2001 DE2:4D40:C100456
Khoil Van phong Tinh uy)
Khéi V Trirémg Chinh tri tinh Quang Ngai 2001 DF2:4D40:E274:/64 2001 DF2:4D40:E275/64
D phong 2001 DE2A4AD40:C080260 2001 DE2:4AD40:C0F Q60
II |HOI PONG NHAN DAN VA UY BAN NHAN DAN
Vin phong Poan Pai bifu Qudc héiva  |2001:DF2:4D40:C200:/56 2001-DF2:4D40-C300-/56
Khoi V Hbéi dazlg nhén dan tinh _
III |CAP HUYEN, THI XA VA THANH PHO
1 Thanh phé Quang Ngii
I. Khii hanh chinh
Dir phong 2001-DE2:4D40:4C00-/64 2001-DF2:4D40:4C01-/64
Khéi IV Vin phong thanh phd 2001 DF2:4D40:4C52-/64 2001 DF2:4D40:4C53:/64
Co quan Uy ban kiém tra - Thanh tra 2001 DF2:4D40:4C30/64  |2001:DF2:4D40:4C31/64
Khoi IV thanh pho Quang Ngai |
Khoi IV Phong Tw phép thanh phd Quang Ngai  [2001:DF2:4D40:4C32:/64 2001 DF2:4AD40:4C33:/64
Phong Lao dong - Thirong binh va Xa hdi |2001:DF2:4D40:4C34:/64 2001 DF2:4D40:4C35764
Khai IV thanh phd Quang Ngii
Phong Vin héa va Thong tin thanh phé  [2001:DF2:4D40-4C36:/64 2001 DF2:4D40:4C37/64
Khoi IV Quang Ngii
Phong Gido duc va Dao tao thanh phd 2001 DF24D40:4C38:/64 2001 DF2:4D40:4C39/64
Khéi I Quang Ngai




IV |CAC SO BAN NGHANH
1 S& Ké hoach va Pau tw 2001:DF2:4D40:1400::/56  [2001:DF2:4D40:1500::/56
Dhr phong 2001-DF2:4D40:1400-/60 2001-DF2:4D40:1410:/60
2001 DF2:4D40:1420-/60 2001 DF2:4D40:1430:/60
Khéi 11 Trung tam Xnc tien Pau tr Quang Ngai
D phiong 2001 DE2:4D40:1440-/56 2001 DE2:AD40:14F0=/60
2 S& Tai chinh 2001:DF2:4D40:1E00::/56 (2001:DF2:4D40:1100::/56
3 S& Tw phap 2001:DF2:4D40:2000::/56  [2001:DF2:4D40:2100::/56
Dhr phong 2001-DF 2:4D40:2000-/60 2001-DF2:4D40:2010:/60
Khéi IV Phong Céng chirng s6 1 2001 DF2:4D40:2020-/60 2001 DF24D40:-2030:/60
Khéi IV Trung tam Dich vu Bén déu gid ti san 2001 DE2:4D40:2040-/60 2001 DF2:4D40:2050:4/60
Khéi IV Trung tam tro gnp phap Iy 2001 DF2:4D40:2060-/60 2001 DF24D40:-2070/60
Dhr phong 2001-DF2:4D40:2080-/60 2001-DF2:4D40:2090-/60
4 S Ndi va 2001:DF2:4D40:2A00::/56  [2001:DF2:4D40:2B00::/56
Dhr phong 2001-DF2:4D40:2A00-/60 2001-DF2:4D40:2A10-/60
Khoi IV Ban Thi dua - Khen thirong 2001 DF2:4D40:2A20/60 2001 DF24D40:2A30-/60
Khoi IV Ban Tén gido 2001-DF2:4D40:2A40-/60 2001 DF24D40:2A50-/60
Khoi IV Chi cuc Van thir hru trik 2001 DF2:4D40:2A60-/60 2001 DF24D40:2A70-/60
Khoi IV Trung tam Lwu tri¥ lich s tnh 2001 DF2:4D40:2A80-/60 2001 DF2:4D40:2A90-/60
D phong 2001-DF2:4D40:2A00-/60 2001-DF2A4D40:2A00-/60
5 S& Théng tin va Truvén théng (Trung [2001:DF2:4D40:0800::/56 |2001:DF2:4D40:0900::/56
tam dir lién tinh)
Ghi Chu | Vung IPv6 Dy phong I 2001:DF2:4D40:2E00::/56 |2001:DF2:4D40:3F00::/56
Ghi Chi | Ving IPv6 D phong Khoi II-III 2001:DF2:4D40:6000::/56 |2001:DF2:4D40:7F00::/56
Ghi Chii  |Vung IPv6 Dw phong Khoi IV 2001:DF2:4D40:AF00::/56 (2001:DF2:4D40:BF00::/56
Ghi Chi  |Ving IPv6 Dy phong Khoi V 2001:DF2:4D40:E300::/56 |2001:DF2:4D40:EF00::/56




Pé xuat Quy hoach IPv6 cho Ha tang CNTT cac CQNN Tinh Quéng Ngéi

2 |

Thi xi Piec Pho

I. Khéi hanh chinh

Dhr phong 2001-DF2:4D40:5200-/64 2001-DF2:AD40:5201 /64
Khéi [V Vin phong thi x3 Piec Phd 2001:DF2:4D40:5294-/64 2001:DF2:4D40:5295-/64
Phong Lao dong - Thirong binh va Xa hdi (2001 DF2:4D40:5224/64 2001 DF2A4D40:5225764
Khéi IV thi xa Prirc Pho
Phong Vian hoa va Thong tin thi x3 Piee  [2001:DF2:4D40:5226:/64 2001 DF2:4D40:5227-/64
Khéi IV Phd
Khéi IV Phong Kinh té thi x3 Pirc Phd 2001-DF2:4D40:5228:/64 2001:DF2:4D40:5229-/64
Phong Gido duc va Pao tao thi x3 Pic 2001 DF2:4D40:522A /64 2001 DF24D40:522B64
Khéi IV Phd
Khéi [V Thanh tra thi x3 Piec Phod 2001:DF2:4D40:5220:/64 2001:DF2:4D40:5221-64
Phong Tai chinh - K& hoach thi xa Pikc  [2001:DF2:4D40:5286:/64 2001 DF2:4D40:5287-/64
Khéi IV Phé
Khéi IV Phong quan I d6 thi thi xd Pirc Phd 2001-DF2:4D40-5288-/64 2001-DF2:4D40:5289-/64
Phong Tai nguyvén va Méi tneomg thixa  |2001:DF2:4D40:528A:/64 2001 DF2:4D40:528B/64
Khéi IV Birc Phd
Khéi IV Phong Y té thi x3 Pirc Pho 2001-DF2:4D40:528C-/64 2001:DF2:4D40:528D-/64
2001-DF2:4D40:528E-/64 2001:DF2:4D40:528F /64
Khéi IV Co quan T chire - Néi vu thi xa Pirc Pho
Khéi IV Phong T phép thi x3 Prirc Phd 2001-DF2:4D40:5222:/64 2001:DF2:4D40:5223-/64
Khéi Il UBND thi xa Prc Phd 2001-DF2:4D40:5200:/56 2001:DF2:4D40:5300=/56
Khéi 111 UBND phiromg Nguyén Nghiém 2001:DF2:4D40:5202:/64 2001:DF2:4D40:5203264
Khéi 111 UBND x3 Phd An 2001:DF2:4D40:5204:/64 2001.DF2:4D40:5205./64
Khéi 111 UBND x3 Phé Chau 2001-DF2:4D40:5206:/64 2001:DF2:4D40:5207-/64
Khéi 111 UBND x3 Phé Crrong 2001:DF2:4D40:5208:/64 2001:DF2:4D40:5209-/64
Khéi 111 UBND phirémg Phé Hoa 2001:-DF2:4D40:520A-/64 2001:DF2:4D40:520B-/64
Khéi 111 UBND =xi Phé Khéanh 2001-DF2:4D40:520C-/64 2001:DF2:4D40:520D-/64
Khéi 111 UBND phrémg Phé Minh 2001-DF2:4D40-520E-/64 2001-DF2:4D40-520F /64
Khéi 111 UBND x3 Phd Nhon 2001:-DF2:4D40:5210:/64 2001:DF2:4D40:52117/64
Khéi 111 UBND phirémg Phé Ninh 2001-DF2:4D40:5212:/64 2001:DF2:4D40:5213-/64




Pé xuat Quy hoach IPv6 cho Ha tang CNTT cac CQNN Tinh Quéng Ngéi

Khéi 111 UBND xi Phé Phong 2001 DE2ADA0:5214/64 2001 DE24D40:521 5464
Khéi 111 UBND phwrémg Phdé Quang 2001 DE2A4D40:5216'64 2001 DE2A4D40:5217764
Khai 111 UBND phiwrémg Phé Thanh 2001 DF2:4D40:5218-/64 2001 DF2:4D40:5219-/64
Khéi 111 UBND x3 Phé Thuén 2001 DE2ADA0:521A 64 2001 DE2A4D40:521B/64
Khéi 111 UBND phwrémg Phd Vin 2001 DE2A4D40:521C2'64 2001 DE2A4D40:521D64
Khai 11 UBND phiwréng Phé Vinh 2001 DF2:4D40:521E=/64 2001 DF2:4D40:521F /64

Dhr phong 2001 DE24D40:5296:/64 2001 DE24D40:52FF /64

II. Khoi sw nghiép

Ban Quan ¥ D dn Dan tr x4v dieng va

2001 DE24140:5290-/64

2001 DE2-41D40:5291 464

Khéi IV Phat trien Qui dat thi x3 Pirc Phod
Trung tam Truvén théng - Vin héa - Thé |2001-DF2:4D40:5292-/64 2001 DF2:4D40:5293/64

Khdi IV thao thi xa Prec Pho

IT1. Mat tran va cac héi, doan thé
Khéi V UBMTTQ Viét Nam thi x3 Prrc Phd 2001-DF2:4D40:E20C/64 2001:DF2:4D40:E20D/64
Khéi V Héi Lién hiép phu nif thi x3 Prrc Phd 2001 DF2:4D40:E248-/64 2001 DF2:4D40:E249:/64
Khéi V Héi Néng dan thi x3 Prec Phd 2001:DF2:4D40:E264:/64 2001:DF2:4D40:E265:/64
Khéi TV Thi doan Piec Phd 2001 DF2:4D40-AE16-/64 2001 DF2:4D40-AE17-/64

Wan phong Dang ki dat dai tinh, Chi 2001 DF2:4D40:0C1C/64 2001 DF2:4D40:0C1D/64

Khéi II nhénh Thi x3 Prec Phd

IV. Khéi Y Té
Khéi IV Trung tim Y té Thi xd Phec Phd 2001 DF2:4D40:2652:/64 2001 DF2:4D40:2653 /64
Khéi IV Tram Y té plwrémg Nguvén Nghiém 2001 DF2:4D40-2654-/64 2001 DF2:4D40-2655-/64
Khéi IV Tram Y té phwrémg Phd Hoa 2001 DF2:4D40:2656:/64 2001 DF2:4D40:2657-/64
Khéi IV Tram ¥ té phwrémg Phd Vinh 2001 DF2:4D40:2658-/64 2001 DF2:4D40:2659/64
Khéi IV Tram Y té phwrémg Phd Ninh 2001 DF2:4D40:265A-/64 2001 DF2:4D40:265B-64
Khéi IV Tram Y té phwrémg Phd Minh 2001 DF2:4D40:265C/64 2001 DF2:4D40:265D-64
Khéi IV Tram Y té phwrémg Phd Vian 2001 DF2:4D40:265E/64 2001 DF2:4D40:265F /64
Khoi IV Tram Y té phwong Phd Quang 2001:DF2:4D40:2660-/64 2001:DF2:4D40:2661-/64
Khéi IV Tram Y té phwrémg Phd Thanh 2001 DF2:4D40:2662-/64 2001 DF2:4D40:2663-64
Khéi IV Tram Y té x3 Pho Thuan 2001 DF2:4D40:2664/64 2001:DF2:4D40:2665:/64
Khéi IV Tram Y té x3 Phé Khanh 2001 DF2:4D40:2666-/64 2001 DF2:4D40:2667-/64
Khéi TV Tram Y té x3 Pho Phone 2001 DF24D40:2668-/64 2001 DF2:4D40:2669/64




Khéi IV Tram Y té xa Phé Chau 2001 DF2A4AD40:266A /64 2001 DE2:A4AD40:266B-/64
Khéi IV Tram Y té xi Phé An 2001-DE2-4D40:266C /64 2001 DE2:4D40:266D:/64
Khoi IV Tram Y té x3 Phé Nhon 2001-DF2-4D40:266E /64 2001 DE2A4D40:266F /64
Khéi IV Tram Y té xa Pho Ciwromng 2001 DF2:4D40:2670/64 2001 DE2AD40:2671/64
V. Gido duc THPT, Nghé va GD Thwong xuyvén
Khoi IV Treémg THPT Lirong Thé Vinh 2001 DF24D40:101C=/64 2001 DE24D40:101D/64
Khoi IV Tnromg THPT Lé Trung Dinh 2001 DF24D40:-101 A-/64 2001 DE24D40:101B/64
Khéi IV Trrdmg THPT 56 1 Briec Phé 2001 DF2:4D40:102C /64 2001 DE2:A4D40:102D:/64
Khéi IV Tnrong THPT "_.Sér 2 Biec Phd 2001-DF2-4D40:102E=/64 2001 DE24D40:102F =64
VI9I.Giiao duc THCS, Tiéu hoc va Mam non
Khéi 111 Trnrong MIN Phé Chan 2001-DFE2-4D40:522C /64 2001 DE2:4D40:522D:/64
Khoi 11T Trnromg MN Pho Thanh 2001 DF2-4D40:522E /64 2001 DE2A4AD40:522F /64
Khéi 11 Trromg MIN Phé Khénh 2001-DF2:4D40:5230-/64 2001 DE2A4AD40:5231/64
Khéi 11 Trnrong MIN Phé Ciwrong 2001 DE2-4D40:5232-/64 2001 DE24D40:5233/64
Khoi 11T Tnrong MIN Phé Hoa 2001 DF2:4D40:5234-/64 2001 DE24D40:5235/64
Khéi 11 Trnrong MIN Phd Vinh 2001 DF2:4D40:5236/64 2001 DE2AD40:5237/64
Khoi 11T Trnrong MIN Phé Minh 2001 DF2:4D40:5238-/64 2001 DE24D40:5239/64
Khoi 11T Trrong MN Neouvén Neghiém 2001 DEZ2A4D40:523A /64 2001 DE2:A4D40:523B-/64
Khéi 111 Trnrong MIN Phé Nhon 2001-DE2-4D40:523C /64 2001 DE2:4D40:523D:/64
Khoi 11T Trnrong MIN Phé Ninh 2001-DF2-4D40:523E-/64 2001 DE2A4AD40:523F /64
Khéi 11T Tnrong MIN Phé Van 2001 DF2:4D40:5240/64 2001 DE2A4AD40:5241/64
Khéi 111 Trnrong MIN Phé Thuan 2001 DF2:4D40:5242 /64 2001 DE24D40:5243/64
Khoi 11T Trnromg MN Phé An 2001 DF2:4D40:5244 /64 2001 DE24AD40:5245/64
Khéi 11 Trromg MIN Phd (Juang 2001 DF2:4D40:5246-/64 2001 DE2AD40:5247/64
Khéi 11 Trnrong MIN Phé Phong 2001 DF2:4D40:5248-/64 2001 DE24D40:5249-/64
Khoi 11T Tnrong MIN Tai Nang Viét 2001-DF2:4D40-524A /64 2001-DE24D40:524B-/'64
Khéi 11 Trnrong Tiéu hoc sb 1 Phd Thanh 2001-DF2-4D40:524C /64 2001 DFE2:4D40:524D:/64
Khoi 11T Tnrong Tiéu hoc sb 2 Phé Thanh 2001-DF2-4D40:524E /64 2001 DE2A4D40:524F /64
Khoi 11T Tnrong Tiéu hoc s6 3 Phd Thanh 2001 DF2:4D40:5250-/64 2001 DE2A4AD40:5251/64
Khéi 111 Tnrong Ti%u hoc Pht_%r Khanh 2001 DF2:4D40:5252 /64 2001 DE2AD40:5253/64
T LA TIT T tamer Th e lamm THa 2 Mol N1 - TP AT AN S E A A PANT- T Y- AT AN &P &£ A




Vi du Quy hoach IPv6 mét so Tinh

Quy hoach IPv6 TP Ha Noi

Ving IPv6 Ha Ngi duge cap 2001:0DF3:A980::/48

1. Khéi L. Céic co quan chuyén mon:

Ving IPv6 S& TT&TT duwge cip 2001:0DF3:A980:1C00:0000:0000:0000:0000/56

Bing 1: Vi du tham kirdo vé dé xudt mé hink quy hoach dja chi IP tai Sé TT& TT

phin chia theo co ciu té chirc bé mdy

IPv6 S& TT&TT

2001:0DF3:A980:1C00::/56

STT

Pon vi sirdung

Vung dia chi quy hoach

Viung dia chi du phong

STT Tén phin viing

Ying IPv6 dwgc quy hoach

Viing IPv6 dy phong

1

Vin phong UBND Thanh pho

2001:0DF3:A980:0000::/56

2001:0DF3:A980:0100::/56

1 | Khéi Van phong Sor

2001:0DF3:A980:1C00::/60

2001:0DF3:A980:1C10::/60

2. Khéi II. UBND cdc quéin, huyén, thi xi:

| STT

Don vi sir dung

Vung dia chi quy hoach

Vung dia chi dy phong

| 24

UBND Quén Ba Dinh

2001:0DF3:A980:4000::/56

3. Khoi IIL Cic dom vi sy nghiép truwe thude:

2001:0DF3:A980:4100::/56

=

STT

Pon vi sir dung

Ving dja chi quy hoach

Viung dja chi du phing

51

BQL Dudng sat d6 thi Ha Noi

2001:0DF3:A980:9000::/56

2001:0DF3:A980:9100::/56

4. Khoi IV. Cic don vi hanh chinh tryc thue:

STT Don vi sir dung Ving dia chi quy hoach Vung dia chi du phong
66 | Cong An Thanh phd Ha Noi 2001:0DF3:A980:B000::/56 | 2001:0DF3:A980:B100::/56
67 | B6 Tu lénh Thu b6 2001:0DF3:A980:B200::/56 | 2001:0DF3:A980:B300::/56 i

5. Khoi V. Cic don vj va tb chire Chinh tri - Xi hi va cac don vi khac:

2 | Trung tam Dir liéu Nha Nude

2001:0DF3:A980:1C20::/60

2001:0DF3:A980:1C30: :fﬁ(]J

Ving IPv6 quin Hoan Kiém dwgce cip 2001:0DF3:A980:4C00:0000:0000:0000:0000/56
(IPv6 QUAN HOAN KIEM VIET TAT 2001:0DF3:A980:4C00::/56)

STT | Tén don vj

i Ving IPv6 duge quy hoach

Viing IPv6 dy phong

Khéi phong chuyén mén

1 Vin phong HDND-UBND

2001:0DF3:A980:4C00::/64

2001:0DF3:A980:4C01::/64

Phong Noi vu

2001:0DF3:A980:4C02::/64

2001:0DF3:A980:4C03::/64

3 Phong Tu phap

2001:0DF3:A980:4C04::/64

2001:0DF3:A980:4C05::/64

Khéi UBND cic phuimg

Phuong Hang Tréng

2001:0DF3:A980:4C20::/64

2001:0DF3:A980:4C2] /64

Phuémg Ly Thai Td

2001:0DF3:A980:4C22::/64

2001:0DF3:A980:4C23::/64

3 Phudng Phie Tén

2001:0DF3:A980:4C24::/64

2001:0DF3:A980:4C25::/64

Khoi dom vi sw nghiép

1 BQL Dur an déu tir xdy dung

2001:0DF3:A980:4C50::/64

2001:0DF3:A980:4C51::/64

2 | TT phat trién quy dit

2001:0DF3:A980:4C52::/64

2001:0DF3:A980:4C53::/64 |

Khi cac don vi hiép quan

STT Don vi sir dung Ving dia chiquy hoach | Viing dia chi dy phong I [ Chi cuc théng ke 2001:0DF3:A980:4C70::/64 | 2001:0DF3:A980:4C71::/64 |
75 | Hgi Lién hiép Phy nit TP Ha Noi 2001:0DF3:A980:D000::/56 | 2001 :ODFB:AQSO:DIOO::EE_" 2 Thanh tra xiy dung 2001:0DF3:A980:4C72::/64 | 2001:0DF3:A980:4C73::/64.
76 Héi Néng dén thanh phd Ha Noi 2001:0DF3:A980:D200::/56 | 2001:0DF3:A980:D300::/56 Céng an qudn 2001:0DF3:A980:4C74::/64 | 2001:0DF3:A980:4C75::/64




Vi du Quy hoach IPv6 mét s6 Tinh

Quy hoach IPv6 Tinh BDakNong

O HO A CCTHED DAT P A CHI IPv6 CHO CAC T AT,

ti

Ten don vi s dumng
CAP HUYEMN

IDai dia chi gquy hoach

PON VI

IDai dia chi dw phomng

1 IDratacenter 2001 - OF2-EFE 800000 'S5 2001 - DOF2-BEFE80 070056
I |[CAP TINH
1 Wan phongs UBINID tinh 2001 - DOF2-8F 800800 /56 2001 - DF2:-BE80:0B00D 55
2 | Thamnh tra timkh 2001 DOF2-EES0O OO0 /56 2001 DOHF2 - EESOO0D00 'S G
3 S Tai mgmuvyEn wva Wildd tnrdng 2001 - DDF2-8EFES00E00: /56 2001 - DF2-EES800F 0055
S So NoOong nghigp va Phat trni€én ndd 2001 DF2:8EE80: 100056 2001 DOF2-EESO0 110056
E S50 Y e 2001 - DF2-EES0:1200:/'55 2001 - DF2-EES80:1300:-2/'56
8 So Lao ddong., Thuonge binh wa 12001 TDOF2-8EFER0: 1400756 2001 - DHOF2-BF80:1 50056
10 |Pai Phat thanh wva Truwen hinh t 2001 DEF2:-BEES80: 1 600/ 56 2001 - DF2-EE80:1 7O /'S5
11 | S& Giao thing Wan tad 2001 - THOF2-EFE80:1 800: /56 2001 - DOF2-EFE80:- 1900 /56
12 | Sa Cong Thuronos 2001 DF2-EES0: 1 A00:155 2001 DF2.EESO 1BO00D 155
12 |S& Thingzs tin va TruvéEn thdins 2001 -TYF2-8F 800800 /56 2001 - TYF2-BE 800900 /56
14 |54 Wan hoa, TheE thao wa Dha Weh| 2001 TDF2.EES0 1 C /56 2001 DOHF2-EESO 1T 00 r'S G
15 |S&a Khoa hoc wa Codngzg nghe 2001 TF2-S8ES0- 1 FO00: Y56 2001 - DOF2-BE80:-1 /56
16 | S« Xaw dungs 2001 DOF2-EESO 200056 2001 DOHF2-EESO 2100506
17 |54 Tai chinh 2001 - DF2:-EE80: 220055 2001 - DF2-BEE80: 2300256
19 | So T phap 2001 DHOF2-EES0Q 240056 2001 DOHF2-EESQO 250056
20 |Ban guan v kKhu conzs nohigp 2001 -1 F2-EE S0 2600 /55 2001 T F2-BEEBO0 270055
21 | S Giao duc wva Prao tao 2001 - TOF2-EFES02800:/56 2001 DODF2-EESQO 2000 /56
23 |54 a8 hoach wa Prau 2001 - TOF2-8EFES0: 2800 /56 2001 - DF2-BEES80:2B00: 55
24 | So INGOL v 2001 - TOF2-8F 80 200 /64 2001 - TDHOF2-BF80:- 21 1 - 5=}
27 |Ban din t5c 2001 - DOF2-EES0O:- 200 64 2001 - DF2-BEES80:2T1 1 --/5=}
IX CAP HUYEMN
1 UEINTD Thanh phd ia INgzhia 2001 - TOF2-8SFE 80000/ 56 2001 DF2.EESO0100:50
2 |UBNID HuswSn Pak Glongs 2001 - DEF2:-EES0:4200: 055 2001 - DF2:-EE80:3300: /56
3 |UBND Huvén Ty Jat 2001 - DF2:-EE S04 00:- /55 2001 - DF2:BEE80:4500: /56
< [UBMND Huven BPaElke il 2001 - DEF2:-SEES0a00: 0S5 2001 DODF2-EESOATO0 /S0
5 |UBND Huvén Krdng NG 2001 - DOF2:-8E850<4900: /56 2001 DODF2:-BFE804BO0 /56
o |UBND Huven &k Song 2001 DF2.EES0O TV S6 2001 DF2.EES0O DD S6
7 UBND Huven PyaEk R'LL.ap 2001 - DOF2:-EE80:4E0D /'S5 6 2001 - DODF2:-8B8FE 804 FO0D /5656
g |UBND HuveEn Tuay Enrc 2001 DOF2-EES0: 5000 /56 2001 DF2EES0:S5100:/50

- = =




Chuyén do6i IPv6 Cho Ha Tang CNTT
Cac CONN Tinh Quang Ngai



Sw can thiét

Théng tu s6 32/2017/TT-BTTTT, néu rd yéu cau chinh phu dién tr, dich vu cdng truc tuyén mirc
d6 3, muc do 4 phai hd trg IPv6 theo Ké hoach hanh dong quoc gia vé IPV6. Vi vay, cac don vi co
guan bd nganh dia phuong can thiét, khan truong xay dung va chuan bi ké hoach, thuc hién chuyén
do6i dich vy, tmg dung cdng nghé thdng tin, cong thdng tin dién tir cta tinh sang st dung dia chi IPv6
dé dap ung yéu cau chung:

+ bam bao Céng thong tin dién ti, dich vu cong truc tuyén muc do 3, mic do 4 phai ho tro
dia chi Internet thé hé méi IPv6 phl hop voi 16 trinh tng dung IPv6 theo Ké hoach hanh dong
quéc gia vé IPV6.

+ Thlc day trién khai thuc hién Ké hoach hanh déng quéc gia vé IPv6, phat trién tng dung
cong nghé tién tién, hién dai, st dung hiéu qua tai nguyén vién thdng trén nén tang mang 16i thé
hé sau, mang truy cap bang théng rong va mang Internet IPv6.

+ Tung bude trién khai st dung IPv6 cho mang quan Iy diéu hanh, mang hanh chinh cong
ctia cac co quan Nha nudc trén dia ban, phl hop véi ké hoach chung cua qubc gia vé chuyén doi
IPv4 sang IPV6.



Sw can thiét (tt)

Ngay 03 thang 6 nam 2020 Chinh phu ra Quyét dinh 749/QD-TTg Phé duyét “Chuong trinh Chuyén d6i so quoc

gia dén nam 2025, dinh hudng dén nam 20307 trong d6 cling néu rd nhiém vu, giai phap tao nén mong chuyén doi so

la;

+ Phat trién ha tang s0, sdn sang dap tng nhu cau bung nd vé két ndi va xu Iy dix liéu, cac chic ning vé giam
sat mang ludi dén ting nit mang va bao dam an toan, an ninh mang dugc tich hop san ngay tir khi thiét ké, xay
dung, bao gom:

+ Xay dung, phat trién ha ting bing rong chat luong cao trén toan québc, bat dau tir cac thanh phd 16n, khu
cong nghé cao, khu cong nghé thdng tin tap trung, khu cdng nghiép, khu ché xuat, trung tdm nghién ctru, phéat
trién, d6i méi sang tao, co quan nha nude, truong hoc, bénh vién;

+ Quy hoach lai bang tan, phat trién ha ting mang di dong 5G; nang cap mang di déng 4G; sém thuong mai
hoa mang di dong 5G; trién khai cac giai phap dé pho cap dién thoai di dong thdng minh tai Viét Nam; xay dung
Quy dinh va 10 trinh yéu cau tich hop cong nghé 4G, 5G ddi véi cac san pham dién thoai di dong va cac thiét bi
Internet van vat (10T) duoc san xuat va nhap khau dé luu théng trén thi truong trong nudc;



Sw can thiét (tt)

+ M& rong két ndi Internet trong nudc théng qua cac két ndi truc tiép ngang hang, két ndi téi tram trung
chuyén Internet (IXP), t&i tram trung chuyén Internet quoc gia VNIX. M& rong két noi Internet khu vuc va quoc té,
didc biét 1a phat trién c4c tuyén cap quang bién, dua Viét Nam trd thanh mot trong nhitng trung tam két ndi khu vue.
Chuyén d6i toan bd mang Internet Viét Nam sang tung dung dia chi giao thtc Internet thé hé méi (IPv6). Dich vu
true tuyén ctia CAC co quan nha nude, bao dién tir, trang thong tin dién tr tong hop, gido duc, y té, thuong mai dién
tir ciia Viét Nam str dung tén mién qudc gia (.vn);

+ Phat trién ha tang két ndi mang Internet van vat (10T); xay dung 16 trinh va trién khai tich hop cam bién va
tmg dung c6ng nghé so Va0 cac ha tang thiét yéu nhu giao thong, ning luong, dién, nudc, do thi dé chuyén doi
thanh mot bo phan cau thanh quan trong cta ha tang s6. Tat ca cac dy an dau tu xay dung ha tang thiét yéu, ha tang
giao thong, do thi, xay dung phai c6 ndi dung nghién ctru, phan tich dé xem xét, bo sung hang muc ung dung, két
nbi mang 10T, tich hop cam bién va tmg dung c6ng nghé s6. Cac noi dung phat trién ha tang 10T phai bao dam hiéu
qua, phat trién cac ha tang dung chung, tranh dau tu tring lip.



Sw céan thiét (tt)

Ngay 23/10/2014, Bo truéng Bo Thong tin va Truyén thong di ky
quyét dinh s6 1524/QD-BTTTT phé duyét Pé an trién khai tiéu
chuan DNSSEC cho hé¢ théng may cha tén mién (DNS) “.VN”,
trong do xac dinh r6 muc ti€u, pham vi, ndi dung, 1 trinh trién khai
DNSSEC tai Viét Nam thanh 3 giai doan:

Trén co s¢ nhitng yéu cau trén, tinh can thuc hién cong tac ra soat, danh gia hién trang h¢ théng mang, h¢ théng dich vu,
st dung tai nguyén Internet va DNSSEC, cac chinh sach, k€ hoach trién khai tng dung CNTT, ngudn nhan lyc trén toan
tinh giai doan 2021-2025 va dinh hudng dén 2030 dé€ thuc hién chuyén do6i h¢ thong mang, dich vy, img dung cong ngh¢

Xay dung ké hoach,
chudn bi cac diéu kién
can thiét vé truyén
thoéng, nhan luc, ky thuat,
tai chinh dé trién khai
tiéu chudn DNSSEC déi
vGi hé théng DNS tai cac
co quan, té chuc, doanh
nghiép

2015

Giai doan chudn bi

thong tin dam bao tién do yéu cau chung cua Chinh phi, Tha twéng Chinh phu.

Pong thoi dam béao ting cudng an toan, an ninh mang nhu:

+ Trién khai cac giai phap bdo dam an toan, an ninh mang; quan 1y va giam sat an toan thong tin; bao mat dir licu, bao

dam co ché sao luu, phuc hdi may chu may tram, cac thiét bi dau cudi lién quan.

+ T6 chure luc luong u’ng clru sy cd an toan an ninh mang.

+ Xay dung ha tang, nén tang s6, dit liéu s6 bao dam thong tin tin cdy, an toan, lanh manh; phat trién hé théng nén tang,
ha tang, mang lud1 gan véi bam dam an toan, an ninh mang, ¢6 kha nang tu sang loc, phat hién ma doc tan cong, bao vé ¢

muc co ban.

2016
Giai doan khdi déng

Chinh thuc trién khai tiéu
chudn DNSSEC trén hé
théng DNS quéc gia.

Xay dung, nang cap hé
théng DNS tai cac doanh
nghiép cung cap dich vu
Internet, cac nha dang ky
tén mién“VN’, caccoquan
Pang, Nha nuéc dé két néi
thir nghiém véi hé théng
DNS quéc gia theo tiéu
chudn DNSSEC.

Hoan thién va nang cap
hé théng DNS quéc gia,
héthéng quan ly tén mién
quéc gia hoat déng an
toan, tin cay theo tiéu
chudn DNSSEC dap ung
nhu cau phat trién cula
Internet Viét Nam trong
cacgiaidoantiép theo.

Cac doanh nghiép cung
cap dich vu Internet, cac
nha dang ky tén mién
“VN’", cac co quan Pang,
Nha nudc chinh thic trién
khai hé théng DNS theo
tiéu chudn DNSSEC.

Cung capdich vusirdung,
truy van tén mién “VN”
theo tiéu chuan DNSSEC
cho ngudi s dung
Internet taiViét Nam.

2017

Giai doan trién khai



Céc budc chuyén doi IPv6
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Két néi, dinh tuyén

- Lam viéc voi ISP:

+ Yéu cdu duong truyén Internet ho trg
dong thoi IPv4//IPv6;

+ Yéu cdu quang ba vang dia chi IPv6
cuia don vi trén Internet toan cau;

- Két néi IPv6 véi mang s6 liéu chuyén
dung.

-~

T L,

Tai nguyén
* Dang ky dia chi IPv6,
IPv4, s6 hiéu mang ASN

* Quy hoach dia chi cho:
+ Hé thong dich vu, IDC,

bi nhan suy; - - Lap k€ hoach,
- Truyén théng, nangcao  * | phuong an téng Cloud....
nhan thic. 2 thé, chi tiét.

a

+ Hé thong quan ly;

. + Hé thong IT néi bo.

- ot

Chuyén déi IPv6 cho Trung
tam tich hop dit liéu
- Hé théng mang 16i, két néi Internet;
- Hé théng DNS;
- Cong thong tin (Website duéi tén
Emién .gov.vn), dich vu céng truc
tuyén;
g- Cac dich vu Internet co ban: Email,
pphin mém ting dung néi bo,...
.
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Chuyén déi IPv6 ) Hoan thién
két néi WAN té6i - Chuyén déi toan
cac don vi b hé théng IT ndi
- M& rong trién khai bo; T
mang LAN; - Chuyén d6éi cac

1 - Thuc hién chuyén
I d3i hd tro dong thoi
! IPv4/1Pv6 cho mang
1 két néi dién rong

¥ (WAN).
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ung dung _dgng, d§c-h vu - Panh gia sau thi
= f - Thi nghiém ng dung nghiém;
- Yéu cdu don vi IPv6 cho phan mang két - Xay dung k& hoach

cung cap phan mém,
ting dung giai phap,

ndi Internet , dich vu DNS
va Website quy moé nho;

tiép theo.

thué ngoai dich vu
CNTT ho tr¢g dong
thoi IPv4//IPv6;

S

- Thi nghiém véi cac hé
théng mang LAN va Wifi
két néi Internet st dung

L dung IPv6. /
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dich vu c6 két néi
Internet con lai;
- San sang tri€n
khai mang thuan
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Chi tiét tham khao tai:
https:/fvnnic.vn/ipvéforgov



M0 hinh mang tham chiéu Cong van s 273/BTTTT-CBDTW ngay 31/01/2020 ciia Bo Thang tin va Truyén thong

Mang TSLCD

HE théng kiém
s0at ATTT

Phéin ving HTTT Hé thing kiém
chuyén dimg soat ATTT

Phin vimg HTTT
cong cimg

FIRUNG TAM DU LI

BXPI

Can ctir Cong van s
273/[BTTTT-CBBDTW
ngay  31/01/2020
cua Bo Thong tin va
Truyén thong vé
viéc hudng dan mo
hinh tham chiéu vé
két néi mang cho
B6, nganh, dia
phuong.



Mé hinh hién trang hé thong mang cac CQNN Tinh Quang Ngai

| TRUNG TAM DU LIEU TRUNG UONG|
e

SLLRLLIRLL

M® hinh mang téng thé - Datacenter
(DC) dat tai Trung tam diz ligu

Phong ban |

SLLELLRLL

Phong ban 2 Phing ban 3

(TTDL) va hé thng két néi tai cac So
ban nganh, Huyén/Thanh pho va cac

Xa/Phuong.

MANG SLCD

Switch

M6 hinh mang noi b cho cac co quan
hanh chinh, don vi su nghiép cap tinh,
cap huyén, Uy ban nhan dan (UBND)
huyén, thanh phd

FireWall

IDS/IPS Router mang

SLCD

M6 hinh mang ngi bg cho cac x4,
phuong, thi tran




M® hinh hién trang hé thong mang tai TTDL Tinh Quéang Ngéi

Firewall
Router -

Leased line -

—

Thu dién tir

Network Monitor

WEB Front End Web Application Firewall

Server Farm
Firewall

_—— ——
Vv v

‘. -
A/ DNS SERVER

‘= *‘ LOG LOG
5& “:

~
@ @; MAY - Hﬂ O HOL e BAC KUP qpnvpn MANAGEMENT STORAGE

So db trién khai tong thé tai TTDL



Pé xuat M6 hinh mang Core IPv4/IPv6 Tinh Quéang Ngii sau khi thwe hién chuyén d6i sir dung IPV4/IPV6

Internet

[\
— —
As 7552 \M, i AS 25899

I1BGP Router BGP
Router BGP
ASN: AS150841
ASN: AS150841
Router

Leased line -

WAN
TSLCPD

Firewall

—_
- SW Outside SW Outside

Phén hé cong cOng

External

Firewall
Firewall front end

Firewall front end

Firewall Back end SW Inside

— Két ndi aén phén hé
chuyén aang

-
——————————————

A

e = = —=1
=] |5 | =] el
! = =

DNS Server APP Server File Server Database Server

SW inside

Thar dién tir

WEB Front End Web Application Firewall

Server Farm

= o == IPv4: 103.161.36.0 —

103.161.37.255 (/23)
) — IPv6 : 2001:df2:4d40::/48
A mT
% @ @ —\ :A_u::m(m(. - ALY DNE SHRVER % 44 AS150841
S ¥ & — S sucxor e MANAGEMENT _STORAGE Tén mang: ICTQUANGNGAI-VN
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M6 hinh mang IPv6/DNSSEC Tinh dw kién dat dwoc trong twong lai

Zone Web_ Mail FrontEnd

Phu hop véi can cu
WAN A 9 z
MetroMNet Cong van SO

Huyén + 273/[BTTTT-CBDTW

e ngay 31/01/2020 cua
B6 Thoéng tin va
Truyén théng vé viéc
huéng dan mé hinh
tham chiéu vé két ndi
mang cho B§, nganh,
dia phuong.

Fone Security WAMN
Firewall HA
VPN, WAF, SMG .. ] 2 x Switch

Fone DMZ: DMNSSec Server
File Server, Wifi Controller
Nanagernmrerndt WARMN- — -,

Zone Security External
Firewall IPS/IDS ..

. Router

b s v mmor ommoromm o omm o omm oo oromm T omm o oEm o ommo oo ommomm

Multihome BGP ISP

Zone Partner, Free WIifi Guest 1
Free Services

Firewall External HA
B&O BTTTT
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Tham khao M6 hinh mang Core IPv4/IPv6/DNSSEC ctia Tinh
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M6 hinh mang IPv6/DNSSEC Tinh dw kién dat dwoe trong twong lai ( tham khao)

Network of DNSSEC & IPv4/IPv6 o
, PA Tham khao mot M hinh

N_Router S mang |Pv4/IPv6—
|P:r4+|Pv.'—,.“ . .‘ .“ "‘ N_Router DNSSEC ].’l’l(f)t Tinh trong

e

a nudce da trién khai
N_Switch q =|“|= N_Switch

N trude thanh phan thiét

e << bi 1a hoat dong co ché 2

m N_I\ﬁs‘ Metro HA_Firewall thlét bl Song Song hOéC
. 1 ] 1 A 2 2 s

“A—F'"’“'a“m == B == N+1 dé dam bao an toan,

Huyén 3

tranh gian doan hé théng
Huyén N . . 2_Server CNTT

3_DNSSEC ‘==‘ FrontEnd
FrontEnd hJ
N_Web FrontEnd N_MLS

2_DNSSEC BackEnd

Vi du: N_IPS/IDS,

N_Application N Router
|Firewall —
MLS N [(MLS
[ o
= ==
N_Database

Database_HA_Firewall
e T__ N, i i i " i
_—=r _—=r L —— _—r L

N_MLS_Distribuition_Access

Total Monitor & SAFE IT IPv4 + IPv6 SBN Khu Hanh Chinh Tép Trung loT_Wifi_Free_Khu Hanh Chinh



M6 hinh mang DNSSEC Tinh duv kién dat dwoc trong twong lai

DNS TOPOLOGY - DNS Primary: Hé thong DNS Master, dong vai trd
|VINNIC (Reisiey] quan ly, cap nhat cac zone (phan ving) tén mién dugc quan Iy
'gH ?F boi S TTTT . Hé théng DNS Primary nim bén trong mang
e ST - va dong vai tro quan trong, dugc bao mat & mic cao. Khong
i Eﬁ :H tra 10 truy van tén mién tir cac client.

Nha dang ky (Registrar)

- Thanh phan ky s6 DNSSEC: Thanh phan ky sé tén
mién DNSSEC s& dong vai trd tao khda, luu trit va ky dit liéu
ban ghi DNSSEC cho c4c zone tén mién. Dbi v6i hé thong
DNS ciia TTTHDL, thanh phan ky sé tén mién c6 thé 1a phan

Ly
g
W -

: mém BIND dugc tich hop tinh ning DNSSEC. Thanh phén ky
;f s6 tén mién s& dugc trién khai truc tiép trén may cha DNS
| . ) A L1 A
DINS Hating Lam Dang o Pl‘lmary cua he thOIlg. , -
ecuriey Are I - DNS Secondary: Hé thong DNS Secondary, dong vai

trd luu trir cac thdng tin zone tén mién. Hé théng nay duoc
ddng bo dir liéu tir hé thong DNS Primary, cap nhat khi co bat

Sgned one
3 transator - ﬁ
L by

oAy o8t Soncry | - — ky su thay do6i ban ghi trong zone tén mién. H¢ théng DNS
| oty .. S Secondary s& dong vai trd tra 10i cac truy van tén mién cho
?F : Ta ERS Cic cac client.
N - B
A Py B f.l‘l‘i::w'rf;l.?', ] ,

CLIENT
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44 Puong s6 7, Phuong An Phu, Thanh phd Thu Pac, Thanh
phd H6 Chi Minh, Viét Nam

0964631589 (telegram)

nghia.nguyen@ntnt.vn

www.ntnt.vn



