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NOI DUNG

“ Vai trd ciia an toan thong tin mang trong chuyén déi sé

\) Quy tic \rng xir trén mang x4 hoi

@ Canh béo cic nguy co vé an toan thdng tin mang

\ ) Canh bao cac hinh thire Iira ddo truwe tuyén

U Mét s6 bién phap dam bao an toan théng tin mang
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VAI TRO CUA AN TOAN THONG TIN MANG
TRONG CHUYEN DPOI SO

é’ \ Chuyén doi so tao ra mot khong gian song méi, goi 14 khong
b 4 gian mang hodc moi truong so.

“Chuyén doi so6 phdi an toan, nhan vén va rong khap”

S 1| “Cong tac bdo dam an toan thong tin mang |13 yéu té then chot
dé chuyén doi so thanh cong, dong thoi 1a phan xuyén suét,
khong thé tach roi ciia chuyén doi s6” — nghi quyét s6 13-na/Tu
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BO QUY TAC UNG XU
TREN MANG XA HOI

BAN HANH THEO QUYET DINH SO 874/QDP-BTTTT NGAY 17/6/2021 CUA BQ
THONG TIN VA TRUYEN THONG VE VIEC BAN HANH BQ QUY TAC UNG XU
TREN MANG XA HOI




MUC PICH, POI TUQONG, PHAM VI

Muc dich

Tao diéu kién phat trién lanh manh mang xa ho1 tai Viet Nam, dam bao quyén
tur do ca nhan, quyén tu do kinh doanh, khong phan biét doi xir nha cung cap
dich vu trong va ngoai nudc, phu hop voi chuan muc, thong 1€ va cac dieu udce
quoc t€ ma Viét Nam da tham gia;

Xay dung chuan muc dao dirc vé hanh vi, ng xr trén mang x4 hoi, gido duc y

thirc, tao tho1 quen tich cuc trong cac hanh vi itng xtr cua nguoi dung trén mang
xa ho1, gop phan xay dung moi trrong mang an toan, lanh manh tai Viét Nam.




MUC PICH, POI TUQONG, PHAM VI

Pham vi diéu chinh: Cac hanh vi cua ca nhan, t6 chirc trén mang xa hoi

TR L, U

Quy tac ing xif cho

Poi twong ap dung

R g : can bj, cong chiic, (uy tic ing xit cho Quy tic ing xit cho
Quy tzl ung xu : tl::lclmg "‘:‘fho vién chifc va ngudi cac co quan nha nha cung cap dich
chung O CIMEC) Ca lan lao déng trong cd ATk vy mang xa hi

quan nha nudc
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QUY TAC UNG XU CHUNG

Ap dung cho tat ci cac nhém doi twong:

1. Ton trong, tuan thu phap luat: Tuan thu phap luat Viét Nam, ton trong
quyén va loi ich hop phap cua to chire, ca nhan.

2. Lanh manh: Hanh vi, ing xur trén mang xa ho1 phu hop vo1 cac gia tri dao
duc, van hoa, truyén théng tHt dep cua dan tdc Viét Nam.

3. An toan, bao méat thong tin: Tuan thi cac quy dinh va hudng dan vé bao vé
an toan va bao mat thong tin.

4. Trach nhiém: Chiu trach nhiém vé cac hanh vi, Urng xu trén mang xa hoi;
phdi hop véi cac co quan chirc niang dé xur Iy hanh vi, ndi dung thong tin vi

pham phap luat.




(I) QUY TAC UNG XU CHO TO CHUC, CA NHAN

Tim hiéu va tuan thu cac diéu khoan huéng dan st dung ctia nha cung cap dich
vu mang xa hoi truéce khi dang ky, tham gia mang xa hai.

Nén st dung ho, tén that ca nhan, tén hi¢u that cua t6 chire, co quan va dang ky
vo1 nha cung cap dich vu dé xac thuc tén hi¢u, dia chi trang mang, dau moi lién
lac khi tham gia, str dung mang xa hoi.

Thuc hién bién phap tu quan ly, bao mat ta1 khoan mang xa hd1 va nhanh chong
thong bao tdi cac co quan chtrc ning, nha cung cap dich vu khi tai khoan to churc,
c4 nhan bi mat quyén kiém soat, bi g1a mao, 1g1 dung va st dung vao muc dich
khong lanh manh, anh huong dén an ninh quéc gia va trat tu an toan xa hoi, anh
huong dén quyén va loi ich hop phap cua to chire, ca nhan.

Chia sé nhitng thong tin c6 ngudn chinh thong, dang tin ciy.




(I) QUY TAC UNG XU CHO TO CHUC, CA NHAN

Co cac hanh vi, itng xu phu hop vo1 nhirng gia tr1 dao duc, van hoa, truyén théng cua dan
toc Viet Nam; khong st dung tir nglr gay thu han, kich dong bao luc, phan biét vung mién,
g101 tinh, ton gido.

Khong dang tai nhirng nd1 dung vi pham phap luat, cac thong tin xiic pham danh dy, nhan
pham anh hudng dén quyén va loi ich hop phap cta cac to chite, ca nhan khac; sir dung ngén
ngit phan cam, vi pham thuan phong my tuc; tung tin gia, tin sai su that; quang céo, kinh
§ / doanh dich vu trai phep... gay bire xuc trong du luan xa hoi, anh hudng dén trat tu an toan xa

~ hoi.

Khuyén khich sir dung mang x3 hoi dé tuyén truyén, quang ba vé dat nudc - con ngudi, vin
hoa tot dep cua Viét Nam, chia sé thong tin tich cuc, nhirng tam guong nguoi tot, viéc tot. ||

Van dong nguo1 than trong gia dinh, ban be, nhitng ngud1 xung quanh tham gia gido duc
bao v¢€ tré em, tré vi thanh nién sir dung mang xa hoi mot cach an toan, lanh manh.
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Can b0, cong chirc, vién chiwre va ngwoi lao dong trong co’ quan nha nworc:

(11) QUY TAC UNG XU CHO CAN BQ, CONG CHUC, VIEN
CHUC VA NGUOI LAO PONG TRONG CO QUAN NHA NUOC

Can b0, cong chirc, vién chirc va nguot lao dong trong co quan nha nudc thuc hién
no1 dung quy dinh tai muc (I).

Thuc hi€én nd1 quy cua co quan, t6 chirc vé viéc cung cép thong tin I€n mang xa hoa.

Thong bao t6i co quan chu quan dé kip thoi c6 hudng xir 1y, tra 101, gidi quyét khi
c6 nhing y kién, thong tin trai chiéu, thong tin vi pham phap luat c6 lién quan dén
chirc nang, nhiem vu, quyén han, linh vuc quan 1y cua can b, cong chirc, vién chirc
va nguoi lao dong.




QUY TAC UNG XU CHO CAN BQ, CONG CHUC, VIEN CHUC
VA NGUOI LAO PONG TRONG CO QUAN NHA NUOC

Cac co quan nha nudc:
Thuc hién nd1 dung quy dinh cho co quan, t6 chirc néu tai muc (D).

C¢ trach nhiém quan 1y, bao mat tai khoan mang xa ho1 va nhanh chong thong

'

A | bao t&1 nha cung cép dich vu khi ta1 khoan cua co quan, t6 chirc bj mat quyén kiém
- ) soat hoac b1 gia mao.
Cung cép thong tin trén mang xa hoi déng bo, théng nhat véi thong tin da duogc
cung cap trén cac phuong tién truyén thong chinh thong khac.

Nén c¢6 phan hoi nhiing ¥ kién trén mang xa hoi vé van dé lién quan dén churc
nang, nhiém vu va quyén han cua co quan, t6 chirc minh.




(I1T) QUY TAC UNG XU CHO CAC NHA CUNG CAP
DICH VU MANG XA HOI

Cong bo 16 rang cac diéu khoan st dung dich vu, bao gom tat ca cac quyén va nghia vu cla
nha cung cap dich vu va nguo1 st dung.

Ban hanh va cong khai cac bién phap phat hién, thong bao va phoi hop vdi cac co quan
chirc nang dé xu 1y, ngan chan va loai bo cac nd1 dung thong tin vi pham ban quyén, vi pham
phap luat.

. Khi nhan dugc thong bao yeu cau loal bo cac thong tin vi pham ban quyén, vi pham phap

luat tir co quan chirc niang c6 tham quyen nha cung cap dich vu mang xa hdi phoi hop voi to
chirc, ca nhan sir dung mang xa hoi dé xir 1y theo cac quy dinh ctia phap luat Viét Nam.

Huéng dan ngu:ori st dung mang x4 hoi, hd tro va bao vé quyén lo1 ich hop phap cua
“ngudi yéu thé” trong xa hoi (ngudi nghéo, nguoi dan tdc thiéu so, tré em, tré vi thanh nién,
nguoi khuyét tat.. ) su dung mang x3 hoi an toan, lanh manh nham tranh bi khai thac, lam
dung, bao luc vé tinh than trén mang xa hoi |

Tén trong quyén dugc bao vé thong tin ctia nguoi str dung, khong thu thap thong tin ca
va cung cap thong tin cua nguoi st dung dich vu cho bén thir ba khi chua duogc sugho phé
cua chu thé thong tin.




QUY TAC UNG XU TREN MANG XA HOI
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NEN LAM

Tim hiéu va tuan tht cac diéu khoan hwéng dan s dung
cua nha cung cap dich vu mang xa hoi

S dung ho, tén that ca nhan, tén hiéu that ctia to chive, co
quan va dang ky v&i nha cung cap dich vu dé xac thwe tén hiéu,
dia chi trang mang, dau mai lién lac khi tham gia, st dung MXH




Chia sé nhi*rng théng tin co nguén chinh théng, dang tin cay

Co6 cac hanh vi, trng xt&¢ phu hop véi nhirng gia tri dao
dirc, van hoa, truyén thdng cua dan tdéc Viét Nam

Khuyén khich str dung mang xa hdi dé tuyén truyén, quang ba
vé dat nwéce - con nguwdi, van hoa tot dep cua Viét Nam, chia sé
_thdong tin tich cwe, nhirng tam gwong nguwoi tot, viéc tot

Van dong nguwoi than trong gia dinh, ban be, nhirng nguwoi xung
quanh tham gia giao duc, bao vé tré em, tré vi thanh nién s
dung mang xa hdi moét cach an toan, lanh manh




Ty quan ly, bao mét tai khoan MXH va nhanh chong thong bao t¢i cac co
quan chirc nang, nha cung cap dich wu khi tai khoan bi mat quyén kiém soat,
bi gia mao, loi dung va str dung vao muc dich khéng lanh manh

e
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KHONG NEN LAM

E Khéng dang tai nhirng ndi dung vi pham phap luét, cac thong tin xdc
pham danh dw, nhan pham anh hwéng dén cac té chirc, ca nhan

Khéng str dung ngdn nglr phan cam, gay thu han, kich déng bao Iluc,
phan biét viing mién, vi pham thuan phong my tuc; tung tin gia, tin sai sw that;
quang cao, kinh doanh dich wu trai phép... gay blrc xiic trong dw luan xa hoi,
anh hwéng dén trat tw an toan xa hoi




Ky nang bao dam
an toan thong tin mang
' co ban




MOT SO SU CO THUONG GAP
TREN MOI TRUONG SO

Nhiém ma doc trén may tinh/ thiét bi thong minh
Lo 16t thong tin ca nhan

Cai nham g dung gia mao

Nhan email gia mao

Két ndi vao mang wifi khong an toan

Bi lira ddo truc tuyén
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DAO TREN

CUC AN TOAN THONG TN

“COMBO DU LICH LA RE™

Ll dao chidm dost Hén bac, thémg tin
ca nhan gus cc Noh thdc by mua
Aich wu du lich trom gol

CtA DAMM CONC TY TAL Cxilten

Cung cip khoin way Sén vl |6 sudt
thip, thd tuc don glin. Yeu cfu nen
mindn dang phi lam tha tuc rdl chiten

BANM CAP TAL KHOAN uxu.\
MAM T LA BAD

Crwam guydn dang nhip vao tad khodn
Facebook, Tslc nhdn tin cho Den be,
O than hol way tide

OAMM CAP TELECRAM OTP

Lép tal Ahodn Telegran o dmee cac
od quan, 8 chdc. Gl tin nhin yéu clo
xRc theic tal khodm cho man nhin nhém
chien dost mi OTP &8 wruy cip tal
kihodn cis ho.

KHONC
ding nhip vdo Sudng link s

MOT SO HINH THUC
KHONG GIAN MANG

CUSC GOl VIDEO DEEPFAKE,
oeEPVONCE

Coc dal Wwong sl dung oong nghé
tus nhan tao (A Gd tas ra nhing videas
basc hinth anh gls, ssc chep chan dang
nhAdm tao ra cac doan video gla ngude
than, ben bé 38 thaic Fen cac cudc gos
Ius dao trgc tuysn.

CAL CAM UNC DUNC, LIMK QUANG
CAO €O BAC, CA 00, TiNn DUNC DEN

Cac 0% tuong pti bay Quing cas, dng
dung oho vay. Nan nhin sau kbl cal gt
Ung dung va cip guysn cho Ung dung
truy cép Sén thosi st bl ké glan chiten
dost thang tinca nhan.

ClA DANM CO QUANM CONG AN,
Vil xaEM SAY, TOA AN

Coac dol wong o danh o0 guan coHng
an, wign kifn zat tos an 48 ool dien
hAm dom wa sl dung cac chits e b
déo nhim chitrm dost tal san cua nan
mindn

TUNG TiN CLA VE CUOC Cod
MAT TiEM FLASHAL
Col dign thong baoc tin gis haidng din
Phéang trann cubc gol st tén FlashAl
Nen nindn lam theo bhaidng din =8 o4
s dogt thong tin ca nhie

KHONC
cung cip bit ki ndi dung g Bin
quan ddn thang tin cé nhin hojc
thing tin thi khoan ngin hang

CltA MAD BIEM LA CHUYEN
TN THANM CONC

Cac ot tuong Iua nam odhdn mua hang
=25 ldang on tren mang sk S0l Lam gea
Blan el chuydn tién thamh cang bdng
PN M

ClA MAO TRANG THONC TIN Dsin
TU, €O QUAN, DOANH NCHIES

Teo trang web gis mao <o gisc <én
geng vai trang wob clis cac oo guan,
doanh nghtp. Ngudt dung khal Dec
théng tin trén trang wald gis se By Sanh
clp thaag tn ot nhn

RAOC BAM MANG CLA, MANC MMAL
TREN SAN THUONC MAI DN TU

Dang té quing céc mst chas ngusl
tits dung muwa hang gid, hang ki
chit lugng khéng rd mguin pic trlm
Thc mAn tSicng mad dien

DICH VU LAY L
FACLBOOK

Tec trang web guing csc dich wu iy
lml tai khodn Facebook. Yéu chu ngudi
Sang cung cEp tén coc, théng tin ca
AN,

WHONG

chuydn bit cd hoan tidn nho dé
lasn thu tue vay thiin hobe chdng

minh thi chinh

oS

GLA DANK NHAN ViEx ¥ TE sAO
MNCUSH THAMN DANC CAP CUU

Col @én thoal thémg bao mpusl than
Gang nim cp cUu trong bend wen,
you clu chuydn tin mé ghe

CIA MAO LS BRANDNAME,
PHAT TAN TIM MMAN CGIA MAO

Cac 45 widng ad dung tram phat song
ATS o mao 36 gl hang loat tin nhin
s déo S mgusk dung. Nen nhdn am
theo haiding odn 8l tin nhis a8 5 danh
chp thong tin cs nhis

DAMM CAP THONCG TIN CCCD
Ot VAY w0 TiM DUNC

Cac acl wong by nguds dung Internet
khal bao théng Bn CCCD tréen cac sl
khic sét. TO 45 s dung théng tin cs
nhan & danh chp A8 vy o bin dung.

AL LMK SMISHING, SEEDING
QUANG CAO BAM TREM MXM

Tao trang web gis mesc nghn hang
hosc dich v tryc tuysn vwdi mupc Sich
thu thap thang tin c8 nhién cia cic
ol dOng Internet.

KHONC

chuydn bit ed khoan tién nao &8
mua dan hang theo yiu clu cuas

asi twuong

TUYEN NOSE MAL Mol

Lot dung mang =k hol tiép cin dy o9b
céc béc phe huynh oS com tré dang &y
Uing tuyn ogultt mika nhi. Yéu clu nen
nhan dong nhitu ioal g

LUA DAOC DAU TU CHUNG KMOAN,
TN AO, DA CAP

Ch link thanh toan truc tuysn tham
F'a san gmo chch ac, yhu clu men nhan
@8 sén S8t coc rSi chitm Sost.

CHUYEN Mo TiEN VAO TAS
KMHOAMN NCAM HAMC

Lia Gao chuyén nhien tn wao tai
khoan nghn hang va ga danh nguei
thu hal no O yéu chu tra led 36 tidn.

€30 SO oA of

Cac 4S5 tudng chidu So nguist dung
choht 38 wa yhu chu nan nhan c tra
tién hoa hing

KHONC
cung chp mik OTP cho ngudss
hée biée

THONG BAO "KHNOA sovm™ vi
CHUA CHUAN HOA THUE BAOD
Cac 45i tuigng got dén thoel thang bac
kbhot dich vu wiln thang Nan rthier laen
theo Paidng Sin o8 mEt thang tin ca

nhan.

LUA DAO TUYEN CONG
TAC VIEN OMLIMNE
Tuyln cOng tic vidn “vidc nhe hong
ac” - gia Mmoo chc trang shn thaong
maet dwe tJ nhu Tiki, Shopes, Lazade va
cac thuaong hite ian de chidem dost tal
2dn cls chc nen nhtn

DICH VU LAY LAL TiEw K
OA &8 L UA
Gia canh nhin vt <o wy tin, auc ant
Bidevg n hé cung clip dich vu ey el
tién 04 mst cho nan nhin. Y cia nen
mhin thanh toan trddc hodc cung clp
théng tin ca nhan

BAY Thed CAM, DAU TV TAI CHiben,
U BUU BN, TRUNGC THUSNG

Cac 4S5 tugng g qus cec mang b
hel va dng Sung hen ho tep can ngucss
dung. Lot dung tnh cérm man nhan lus
Chuuryén tin, keu poid dda s tal chinh.



. ‘ CAC BIEN PHAP PAM BAO AN TOAN
| . THONG TIN MANG

An toan may tinh ca nhan, thiét bij thong
minh

BIEN PHAP

Phong chdng ma doc

Sao lwu dir liéu dinh ky




TIN MANG

CAC BIEN PHAP PAM BAO AN TOAN THONG

6 TRANG BI CAC KY NANG SO

v NGHIEM TUC THUC HIEN CAC BIEN PHAP DPAM BAO AN TOAN THONG TIN
MANG BUGC KHUYEN CAO

v LUON SAO LUU DU LIEU QUAN TRONG
v THEO DOI VA CAP NHAT THONG TIN
v LIEN HE KHI GAP SU CO

~

+ Trung tam VNCERT/CC, Cuc An toan théng tin

qua dau sb tin nhan
hoac qua website

+ Trang canh bao an toan théng tin Viét Nam:

+ Trung tam Giam sat an toan khéng gian mang quéc gia, Cuc An toan théng tin
Dia chi trwc tuyén tw van, hd tro cho ngudi dan tai:



https://chongthurac.vn/

Fanpage Web Zalo

Sé Thong tin va Truyén thong Quang Ngai

https://chuyendoiso.quangngai.gov.vn




