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VAI TRO CUA ATTT TRONG CHUYEN POI1SO

. Chuyén dbi sO tao ra mOt khong gian sOng mdi, goi 1a khong gian mang
hodc moi trudng sb

. Chuyén d0i s phai an toan, nhan van va rOng khap

. BAo dam an toan, an ninh thong tin 14 then ch6t, ddm bao su thanh cong
cUa chuyén doi sO
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MOT SO Vi DU CAC cUOC TAN CONG LON

- Nam 2014, sau su kién gian khoan HD 981 ha dat trai phép trong vung dac
quyén kinh té Viét Nam, tin tac nudc ngoai da tan cong hon 700 trang mang
Viét Nam va hon 400 trang trong dip Qubc khanh (2/9) dé chén cic nbi dung
xuyén tac chU quyén clia Viét Nam v&i quan dao Hoang Sa.

. nam 2016 13 culc tdn cong mang vao mOt s& man hinh hién thj thong tin
chuyén bay tai khu vuc lam thu tuc chuyén bay cla cac san bay qudc té Tan
Son Nhat, san bay qudc té€ NOi Bai, san bay qubc té Pa Nang, san bay Phu
Qubc. Cac man hinh cua san bay da bi chén nhirng hinh anh va ndi dung
xuyén tac vé bién Pong.

. Thong tin tUr bang tOng két an ninh mang ndm 2022 va du bao 2023 do Bkav
thuc hién. Theo do, trong nam 2022, thiét hai do virus may tinh gay ra d6i vdi
ngudi dung Viét Nam & mlc 21,2 nghin ty dong
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TINH HINH ATTT 6 THANG DAU NAM 2023

. Trong 6 thing dau nam 2023, Cuc An toan thong tin da ghi nhan, canh bao va
hudng dan x(r 1y 6.362 culc tdn cong mang gay ra su cd vao cac hé thdng
thong tin tai Viet Nam

. Riéng trong thang 3/2023, Cuc An toan thong tin (ATTT) da ghi nhan, canh
bao va hudng dan xUr 1y 525 cubc tdn cong mang (407 cubce phishing, 65 cudc
deface, 53 cubc malware) gy ra su cO vao cac hé thdéng thong tin tai Viét Nam

. diéu phOi ngdn chan 1.530 trang web/blog vi pham phap luat (559 trang ltra
dao truc tuyén)

. C4c cubc ltra dao truc tuyén bung phat
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¥ 24 HINH THUC LUA DAO TRUC TUYEN
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“COMBO DU LICH GIA RE"
Lira ddo chiém doat tién bac, théng tin i nhan qua cic
hinh thic bay mua dich vu du lich tron gai.

CUOC GOI VIDEO DEEPFAKE, DEEPVOIC
Cac ddi tuong st dung cong nghé Al dé tao ra nhiing video
% hodc hinhanh gi, sao chép chan dung nham tao ra cic doan
video gid nquai than dé thuc hién cic cude goi lia dao.

GIA MAO BIEN LAI CHUYEN TIEN THANH CONG

(ac ddi tuong lia nan nhan mua hang s6 lugng lon trén
mang xa hoi. Lam gia bién lai chuyén tién thanh cong bang !
phdn mém.

* GIADANH NHAN VIEN Y TE BAO NGUOI THAN DANG CAP C0U
Goi dién thoai thong bao nquai than dang nam cap aiu
trong bénh vién, yéu ciu chuyén tién md gdp.

TUYEN NGLOI MAU NHI

Loi dung mang xa hi tiép can du do cdc bac phu huynh cd
con tré dang ky tng tuyén ngudi mau nhi. Yéu cu nan
nhan dang nhiéu loai phi.

THONG BAO “KHOA SIM" VI CHUA CHUAN HOA THUE BAQ
$ S Cac ddi tuong goi dién thoai thong bao khoa dich vu vién
5-‘?::' thong. Nan nhan lam theo hudng dén s& mat thang tin cd

GIA DANH CONG TY TAI CHINH
Cung cap khoan vay tién vdi [ai suat thap, thi tuc don gidn.
Yéu cau nan nhan ddng phi lam thi tuc réi chiém doat.

CAI CAM UNG DUNG, LINK QUANG CAO COTBAC,

A0, TIN DUNG DEN: Cic d6i tugng gai by quang céo, ling

dung cho vay. Nan nhan sau khi cai dat, cdp quyén cho (ng
dung sé bi ké gian chiém doat théng tin ca nhan.

GIA MAO WEBSITE CO'QUAN, DOANH NGHIEP

Tao trang web gid mao ¢6 giao dién gidng vdi trang web
cUa cac co quan, doanh nghip. Ngui diing khai bdo thong
tin trén trang web gid sé bi dédnh cip thong tin cd nhan.

GIA MAQ SMS BRANDNAME, PHAT TAN TIN NHAN GIA MAO:
Cac doi tuong sit dung tram phat song BTS gid mao dé gui
hang loat tin nhan lita déo t6i ngudi ding. Nan nhan lam
theo hutding dan sé bi danh cip thong tin cd nhan.

LUA DAO DAU TU CHUNG KHOAN, TIEN A0, DA CAP
Gfi link thanh todn truc tuyén tham gia san giao dich do,
yéu cdu nan nhan gui tién dat coc réi chiém doat.

an /sl

LU/A DAO TUYEN CONG TAC VIEN ONLINE
Tuyén cong tac vién "viec nhe lvong cao” - gid mao cac
trang san thuong mai dien t nhu Tiki, Shopee, Lazada va

DANH CAP TAI KHOAN MXH, NHAN TIN LUA DAO |
Chiém quyén dang nhap vao tai khodn Facebook, Zalo nhan
tin cho ban bé, ngudi than hoi vay tién.

GIA DANH CO QUAN CONG AN, VIEN KIEM SAT, TOA AN

Céc doi tuang gid danh co quan cong an, vién kiém sat, toa

an d& goi dién ham doa va sif dung cac chiéu trd Iifa dao
nham chiém doat tai san cta nan nhan.

RAQ BAN HANG GIA, HANG NHAI TREN SAN THUONG MAI
DIEN TU: Dang tai quang cdo méi chao ngudi tiéu ding mua
hang gia, hang kém chat lwong khang ro ngudn gdc trén
cac san thuong mai dién t.

CHUYEN NHAM TIEN VAO TAI KHOAN NGAN HANG
Lira dao chuyén nham tién vao tai khodn ngdn hang va gid
danh nquai thu héi no dé yéu cu trd lai so tién.

DANH CAP THONG TIN CCCD DI VAY NO TIN DUNG

Cac ddi twang bdy ngudi dung internet khai bao thong tin
CCCD trén cac mau khdo sat. Tir dé st dung thang tin ca
nhén da ddnh cip dé vay ng tin dung.

DICH VU LAY LAI TIEN KHI DA BI LUA
Gia danh nhan vat co uy tin, stic anh huang lién hé cung
cap dich vu I3y lai tién 43 mat cho nan nhan. Yéu cau nan

DANH CAP TELEGRAM OTP

Lap tai khodn Telegram gid danh cac co quan, t chifc. GUi tin Ex
nhan yéu cau xdc thuc tai khodn cho nan nhan nham chiém ‘
doat ma OTP dé truy cap tai khodn cta ho.

TUNG TIN GIA VE CUOC GOI MAT TIEN FLASHAI

Goi dién thdng bdo tin gid, hudng dan phong tranh cudc goi
mat tién FlashAl. Nan nhan lam theo hudng dan sé bi chiém
doat thang tin ca nhan.

DICH VU LAY LAI TAI KHOAN FACEBOOK
Tao trang web qudng cdo dich vu ldy lai tai khoan Facebook.
Yéu cau nqudi dilng cung cap tién coc, thong tin cd nhan.

" RAI LINK PHISHING, SEEDING QUANG CAO BAN TREN MXH

b=

Tao trang web gia mao ngan hang hodc dich vu truc tuyén
vdi muc dich thu thap théng tin ¢ nhan cla ngudi ding
internet.

CHO SO DANH bE
Cac ddi tuong chiéu du ngudi diing choi dé va yéu cau nan
nhan chi trd tién hoa hing.

# _BAY TINH CAM, DAU TU TAI CHINH, GUY BUU KIEN, TRUNG

THUONG: Céc déi tuang thang qua cic MXH va ing dung
hen ho tiép can ngudi dung, Loi dung tinh cdm nan nhan

LEUR:  jigudn: Cuc An todn cic thuong hiéu Idn dé chiém doat tai san ca nan nhn. SRR nhan thanh todn trudc hodc cung cap thang tin ca nhan. -~ STITSCRE RIS lira chuyén tién, kéu goi dau tw tai chinh. - Ngudn: Cuc An toan

thdng tin - Bd Thang tin théing tin - BA Thang tin thang tin - Bd Théng tin thang tin - Bo Théng tin
va Truyén thong va Truyén théng va Truyén thing va Truyén thang
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LUA PAO VIEO DEEPFAKE
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CAC BIEN PHAP BAO DAM AN TOAN THONG TIN

An toan may tinh ca nhan

An toan khi str dung Internet

Phong chéng Virus

Sao lwu dir lieu dinh ky
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T MAT KHAU AN TOAN CHO MAY TINH

DA

- Méat khau phai khé doan : Khong bao
gOm ngay thang ndm sinh... va nhirg ky tu
lién ké trén ban phim may tinh QWER.. .,

- Phai t6i thiéu t&r 8 11 ky tu bao gobm
ca chir(ch hoa va chlr thudng), so, ky tu dat
biét

- Khong duoc ghi nhdn mat khau vao bat
ky phuong tién nio c6 thé truyén dat thong
tin( gidy, sO tay...) tr khi phuong tién dé
dugc bao vé.

- Han ché st dung chung mat khau cho
nhiéu tai khoan khac nhau.

- Khong st dung lai mat khau da dat
trudc do. ©




PAT MAT KHAU CHO TAP TIN QUAN TRONG
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- Dung dé bdo vé dir liéu c4 nhan clia chinh minh.

- Tranh trOng hgp xo4 nham Folder, File trén may.

- Bao mat nhirng thong tin co tinh chat nhay cam.

- S&f dung phan mém nhu 7-Zip, Winrar dé dat mat khau cho thu muc
hodc cac tap tin quan trong.
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SU DUNG PHAN MEM CO BAN QUYEN




LKL

i

TAT HOAC GO BO NHU'NG PHAN MEM
KHONG CAN THIET
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> DUNG USB AN TOAN
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AN TOAN MAY TiNH CA NHAN

wsssnenn. BAT CHE PO TUONG LUA




00024

AN TOAN KHI SU DUNG
INTERNET = = -
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AN TOAN KHI SU’ DUNG INTERNET

Internet ngay cang dong vai tro quan
trong trong cudc song, dat biét la trong
giai doan xu hudng chuyén doéi s6 dang
ngay mot phat trién.

Chinh vi vay Internet luén tim an
nguy co mat cap dir liéu cad nhan, trong
khi ngay cang c6 nhiéu thd doan tinh vi
ctia tdi pham mang, luén san sang xam
nhap va danh chiém théng tin ca nhan.
Do dé viéc trang bi cac ki€n thirc dé sty
dung Internet mot cach an toan la rat
can thiét.
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AN TOAN KHI S’ DUNG INTERNET

Nhirng Iwu y khi str dung Internet:

- Quét Virus trroc khi cai dat va str dung trén cac
thiét bi.

- Khong truy cap vao nhirng trang web khong ro

——@ nguon gobc, khéng an toan.

- Khéng str dung cac phan mém Crack dé mé
khoa trai phép ban quyén hé diéu hanh hoac cac &ng
dung.

- Ludén co mot ban sao lvu dir lieu dw phong.
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AN TOAN KHI SU’ DUNG INTERNET

Quét Virus truéc khi cai dat va sir dung trén cac thiét bi giip han ché téi da nhirng
cudc tan cong bao mat hay tranh dwoc tinh trang nhiém virus trén may tinh.

> ] VIRUSTOTAL

Analyze suspicious files, domains, IPs and URLs to detect malware and
other breaches, automatically share them with the security community

SEARCH

T

Choose file
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AN TOAN KHI SU’ DUNG INTERNET

Dau hiéu nhan biét mot Website 1a uy tin, an toan:

- Pau tién, URL trén thanh dia chi cla trinh duyét phai bat dau bang https:// va icon
hinh 6 khéa & phia triéc thanh dia chi .

- Lubén chud y kiém tra dia chi URL trén trinh duyét.

e YOUrBANK yourBANK

Mps:y) WWW.YoUurbank.com . o herpss/f www.yourbankxxyyzz.com

v X
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AN TOAN KHI S’ DUNG INTERNET

o L&t web & ché do an danh

e X&¢ dung email tam th&i dé xac thuc
tai khoan (temp mail)

e Than trong khi nhap vao lién két
trong emaill

e Email co file dinh kem thi nén queét
virus trwde khi tai vé

e Sr dung két n6i VPN khi dang nhap
vao hé théng
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AN TOAN KHI SU’ DUNG INTERNET

LKL

Dau hiéu nhan biét mot Website la uy tin, an toan:

- Trang web gia mao thudng sé ‘nhtr’ moi nguwoi bang cach dwa ra nhirng thong béo
khién moi nguw®i qua hoang so, hoac qua vui mtrng tir dé nguei dung sé nhap vao
username, mat khau theo yéu cau clia website.

- Vi du: "Theo quy trinh ki€m tra dinh ky, ching t6i can ban xac nhan lai théng tin ca
nhan trén hé théng. Xin vui I1dng nhap vao username va mat khau dé ti€p tuc”

"Ban da duoc hé théng ching toi lwva chon ngau nhién cho giai thwdng tri gia
100.000.000VND. Xin vui Iong nhap vao username va méat khau, théng tin thé tin dung dé
chilng tdi xac nhan théng tin va chuyén tién cho ban"

i




AN TOAN KHI SU’ DUNG INTERNET

Han ché st&r dung nhirng phan mém Crack, m& khoa trai phép:
- Str dung phan mém crack déng nghia v&i viéc vi pham ban quyén, khi bi phat hién sé
phai chiu trach nhiém vé hanh vi nay.
- Khi str dung cac phan mém crack thi viéc virus may tinh xam nhap vao lam héng hé
o théng may tinh, mat dir liéu diéu nay sé gay thiét hai rat I&n.
- Khéng nhan duoc cac ban cap nhat, nang cap hay cac ban va l6i ttr nha san xuat.

PACISOFT VIETNAM Il\l \
Hay dwng s dung
phan mém lau, crack!

| |

Play Fail - Software Anti-Piracy -.
[
\ |
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PHONG CHONG VIRUS
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PHONG CHONG VIRUS

Virus 1a thudt nglt dung dé€ chi nhirng doan ma chuong trinh duoc thiét ké dé xam
nhdp vao may tinh, nham muc dich 18y cap thong tin, x6a dr liéu, glri email ndc
danh, tu d0ng nhan ban dé lay lan sang cac thiét bj khac.
Virus c6 thé lay nhiém & nhiéu cach th(rc khiac nhau va cang ngay cang tinh vi
hon.Nhitng con dudng lan truyén Virus chU y€u va pho bi€n nhat hién nay:

- Thiét bj gan ngoai: USB, thé nhd, 0 clrng di d0ng....

- Lay truyén qua nhirng trang web gid mao.

- Virus lay nhiém qua E-mail.

- Lay truyén qua mang xa hoi nhu FaceBoook, Zalo...
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DAU HIEU NHAN BIET THIET BI NHIEM VIRUS

- Xuat hién canh béo gia: trong qua trinh s&r dung may tinh, thwdng xuyén xuat hién nhi
clra sO pop-up mac du ban khéng c6 tac dong gi dén nhirng ctra s6 do, gay cam giac rat |
chiu trong qua trinh str dung.
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LINE LOVE, LEARM

BACKGROUND SCREENINGS.
SAFER ONLINE DATING

FIND THE ONE
THAT"S RIGHT FOR YOU.

—
u ) man g . secking: W mMan Join For F
1 | TN i WD
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DAU HIEU NHAN BIET THIET Bl NHIEM VIRUS

- May hoat ddong cham moét cach bat thuwong, toc dod truy xuat, mé cac tap tin cham mot cach

dot ngot.
- Khéng thé cai hoac kich hoat chirc nang bao vé ctia phan mém diét virus.

- Hoat dong dang ng® trén 6 clrng.

J 70 70

Name CPU Memory Disk Network
Apps (6)

BB AVG User Interface 0% 2.1 MB 0 MB/s 0 Mbps

B Bing Desktop Application (32 bi... 0.3% 1.7 MB 0 MB/s 0 Mbps

k3 Microsoft Edge 0% 20.5 MB 0 MB/s 0 Mbps

| Task Manager 1.4% 11.3 MB 0 MB/s 0 Mbps

) Windows Media Player (32 bit) 0.2% 17.3 MB 0 MB/s 0 Mbps

w| Windows Memory Diagnostics ... 0% 1.6 MB 0 MB/s 0 Mbps -
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PHONG CHONG VIRUS

Nhirng bién phap phong chong Virus:
- Khi cam céac thiét bj ngoai vi can quét Virus trudc khi md file str dung.
- Tat tinh ndng Auto Play trén hé diéu hanh.
- SU&r dung tuOng 1lra bao mat trén hé diéu hanh.
- Khuyén cao s dung cac phan mém diét Virus ¢6 ban quyén
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SAO LUU DU LIEU PINH KY
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SAO LUU DU LIEU PINH KY

Sao luu d liéu 1a mot bién phap can phai
thu'c hién dé& ddm bdo an toan do6i véi cac dr
liéu quan trong. Sao luu dit li€u lam giam
~_hguy c0 danh mat nhing file tai lieu, dr lieu
quan trong.
Sao luu di liéu 14 vo cung can thiét doi voi to
chUrc néi chung va ca nhan noéi riéng. Du dang
st dung may tinh dé ban hay laptop hodc dac
biét 1a khi diéu khi diéu khién cd mot hé
thong may chu cho mOt ¢o quan thi viéc sao
luu A liéu ludn 1a nhiém rat quan trong.
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SAO LUU DU LIEU PINH KY
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CoO 2 hinh thtrc sao lwu di¥ lieu chinh: Local Backup(sao Iwu cuc bo) va Online
Backup (sao Iwu trwc tuyén). Sau day ching ta tim hiéu cach thirc hoat dong,
ﬂ)ciIié’m manh va diém yé€u cuia 2 hinh thirc nay.

Hinh thirc 1: Local Backup

- St dung céc thiét bj rri: © cirng, USB, DVD, ...

- Uu diém: Lwu trlr nhanh, nhiéu tuy chon dung lwvong, c6 thé sao lvu vao bat
ct thoi diém nao.

- Nhwoc diém: Dé bi hv hdng, nhiém virus tir thiét bi chinh IGc sao lvu néu
khong kiém tra. Bat biét la 6 cirng roi hay usb thuwong xuyén huw héng do cac tac
dong tr bén ngoai. Dung lwvgng lwu trir cling kha han ché.
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SAO LUU DU LIEU PINH KY

Hinh thirc 2: Online Backup

- Str dung cbng nghé dién toan dam may dé sao lwu dir liéu.

- Pu diém: An toan va tin cay, co thé truy cap dir liéu tir bat ki dau, tir bat ki may
tinh hodc thiét bi di ddng nao mién la cé két ndi Internet. Chinh vi nhirng wu diém
nay da giup hinh thirc Online backup dan thay thé cho backup truyén théng.

- Nhwore diém: yéu cau thiét bi phai cé két ndi Internet va mat nhiéu thdi gian
hon( tuy thudc vao duwong truyén va dung lwong cua File backup).




MOT SO SU CO THUONG GAP
TREN MOI TRUONG SO

. Bi nhiém ma ddc trén may tinh/
thiét bi thong minh

. LO lot thong tin ca nhan

. Cai nham Ung dung gid mao
. Nhan email gid mao

. K&t nbdi vao mang wifi khong ag

toan
. Bi Itra dao truc tuyén

+ CAN TRANG BI CAC KY NANG SC
» CAN NGHIEM TUC THUC HIEN

CAC BIEN PHAP DAM BAO AN
TOAN THONG TIN MANG BUQC
KHUYEN CAO

. LUON SAO LUU DU LIEU QUAN

TRONG

. THEO DOI VA CAP NHAT THONG

TIN

. LIEN HE KHI GAP SU CO



GIAI QUYET SU CO THUONG GAP
TREN MOI TRUONG SO

. KHI GAP SU CO, LIEN HE:

+ Trung tam VNCERT/CC, Cuc An toan thong tin
o qua dau so tin nhan 5656
o hoac qua website

+ Trung tam Giam sat an toan khong gian mang quoc gia, Cuc An toan thong tin
Dia chi truc tuyén tu van, ho tro cho nguoi dan tai: https://khonggianmang.vn



https://chongthurac.vn/
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Fanpage

§& Thong tin va Truyén thdng Quéng Ngéii



